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13 CnNncok ncnonb3oBaHHbIX MCTOYHUKOB



ONMPEQOEJIEHUA

B HacTosilem JoKyMeHTe MCNOoMb3YTCA creayowme TeEpMUHbI U X onpeaeneHns.

ABTOMaTM3npoBaHHaA cucTemMa — CUCTEMa, COCTOdAWas W3 nepcoHana W
KOMMnekca cpefcTB aBToMaTU3aUmMM ero AeaTenlbHOCTY, peanuayowas MHOPMaLNOHHYO
TEXHOMOIMIO BbINOSIHEHNS YCTAHOBMNEHHbIX (PYHKLINIA.

AyTeHTUdMKauma oTnpaBuUTEeNA [AaHHbIX — MOATBEPXAEeHMe TOro, 4Tto OT-
npaBuTENb NOSTYYEHHbIX AAaHHbIX COOTBETCTBYET 3asiBIIEHHOMY.

Be3onacHOCTb NepCcoHanNbHbIX AAHHbIX — COCTOSIHME 3alUULLEHHOCTU MNepco-
HanbHbIX JaHHbIX, XapakTepn3yemoe CrnoCOOHOCTLIO Nofb3oBaTeNEN, TEXHUYECKUX CPEACTB
N WMHAOPMALMOHHBIX TexXHosMormMnm obecneuntb KOHPUOEHUMANBHOCTb, LIENTOCTHOCTL U
AOCTYMNHOCTb NEepCOHanbHbIX AaHHbIX NpU ux obpaboTke B MHE(OPMALMOHHBLIX CUCTEMAaX
nepcoHarnbHbIX JaHHbIX.

BuomeTpuUyeckme nepcoHanbHble AaHHble — CBEAEHUS, KOTOPbIE XapakTepusyrT
dusnonornyeckne oCobeHHOCTN YernoBeka U Ha OCHOBE KOTOPbIX MOXHO YCTaHOBUTb €ro
NNYHOCTb, BKNoYas doTorpadcdun, oTneyaTtkm nanbueB, ob6pa3 ceTyaTkum rnasa,
0COOEHHOCTN CTPOEHNA Tena n Apyryto nogodHyo nHgopmaumto.

BnokupoBaHMe nepcoHanbHbIX AaHHbIX — BPEMEHHOe npekpalweHue cbopa,
cucTtemMaTm3auumn, HakonSieHUs, WUCMOSb30BaHWs, PAacCnpPOCTPaHEHUs, MEePCOHarbHbIX
AaHHbIX, B TOM YnCre nx nepegaym.

Bupyc (KoMNbOTEepPHbINU, NPOrpaMMHbIN) — NCMOMHAEMbIN NPOrpamMMHbIA KOA UIn
UHTEepnpeTUpyembin Habop NHCTPYKLMN, obnapatowun cBOMCTBaMM He-
CaHKUMOHMPOBAHHOIO  pacrnpoCcTpaHeHnsas 1M camoBocnpoudBeneHnsi.  CosgaHHble
AybnukaTbl KOMNbIOTEPHOIO BUPYCa HE BCerda coBnagarT C OPUrMHanoMm, HO COXpaHsloT
CNOCOBHOCTL K AanbHenLWweMy pacnpoCcTpaHEHNO N CAMOBOCTNPOU3BEAEHMIO.

BpenoHocHas nporpamMmma — nporpamma, npegHasHayeHHasi Ans oCyLeCTBEHUS
HeCaHKLMOHMPOBAHHOIO AocTyna un (unu) BO3LEUCTBUSA Ha MNEPCOHanbHblE AaHHbIE WK
pecypcbl MIHPOPMALMOHHOW CUCTEMbI NEPCOHANBHbLIX AAHHbIX.

BcnomoraTtenbHble TeXHUYECKUe cpeacTtBa M CUCTEMbI — TEXHUYECKME cpea-
CTBa W CUCTEMbI, HE nMpedHa3HadyeHHble Aans nepegadn, obpaboTkm M XpaHeHus
nepcoHarnbHbIX OaHHbIX, YCTaHaBMMBAEMble COBMECTHO C TEXHMYECKMMWU cpeacTBamMu U
cuctemMamu, npegHasHadeHHbIMM ans o6paboTKM  MNepcoHanbHbIX  AaHHbIX WK B
NMOMELLIEHNSIX, B KOTOPbIX YCTAHOBIEHBI NHGOPMALIMOHHBIE CUCTEMBI NEPCOHANbHbLIX AAHHbIX.

[doctyn B onepauMoHHyK cpeny KomnbroTepa (MHPOPMaLMOHHOW CUCTEMbI

nepcoHanbHbIX FlaHHbIX)— nosiy4yeHmne BO3MOXXHOCTK 3arycka Ha BbINOJIHEHWE LUTAaTHbIX



KOMaHa, yHKUMK, npouenyp OfepauyoHHOM cUCTEMbl  (YHUYTOXEHWUS,,  KOMupoBaHUS,
nepemMeLLeHns 1 T.n.), UCNoNHAEMbIX (harnoB NPUKIagHbIX NporpamMm.

Doctyn K wuHdopmauum — BO3MOXHOCTb MOMyYeHUss WHOpPMaUMM U ee UC-
Nnofb30BaHUS.

3aknago4yHoe YCTPOMUCTBO — OJfIEMEHT cpeactBa Cbema MHopmaumu, CKPbITHO
BHeJpsieMbIn (3aKnagbiBaeMbivi Ui BHOCUMBIN) B MeCTa BO3MOXHOIO CbemMa MHpopmaLum (B TOM
yucre B OrpaxaeHue, KOHCTPyKUuo, obopyadoBaHue, npeaMeTbl MHTepbepa, TPaHCMOpPTHbIE
CpeacTBa, a Takke B TEXHUYECKMe cpeacTBa U cuctembl 06paboTkm nHpopmaumn).

3awmwaemaa wuHdopmauma — UHGopMaums, gBnsalOWAascs npegMeTom  cob-
CTBEHHOCTM W Mogriexallas 3awmrte B COOTBETCTBUM C TpeboBaHWSIMU MPaBOBbIX JOKYMEHTOB
unm TpeboBaHNSaMK, yCTaHaBMBaEMbIMN COBCTBEHHMKOM MHGpopMaL K.

NoeHTndmkauma — npmcsoeHne cybbektam n obbektam ocTyna unaeHTudukatTopa u
(unn)  cpaBHeHME NpegbsBrSAEeMOro  UaeHTUdMKaTtopa C  MNepeYyHeM  NMPUCBOEHHbIX
NaeHTUMKaTOPOB.

UHcopmMaTUBHLIN CUrHamM — 9reKTpUYeCcKMe curHasnbl, aKycTU4Yeckue, arek-
TPOMarHUTHble U gpyme usmdeckme nosisi, no rnapameTpam KOTOPbIX MOXET OblTb packpbiTa
KOH(puaeHumanbHaa  nHdopMaumst  (nepcoHanbHble  AaHHble)  obpabatbiBaemasi B
MHPOPMAaLIMOHHOM cUCTEME NEPCOHAsTbHbIX AaHHbIX.

MUHdopmaumoHHan cucrema nepcoHasnbHbIX OaHHbIX (Mcnau) —
WHOPMaUMOHHas cuctema, npeacrasnsowas cobor COBOKYMHOCTb MNEepPCOHarnbHbIX
AaHHbIX, cogepXawmxcsa B 0ase OaHHblX, @ Takke WMH(POPMALMOHHBLIX TEXHOMOMMN |
TEXHUYECKMX CPEACTB, MO3BOSMISAOLWMX OCYLEeCTBNATbL 00paboTKy TakMx NepCoHarbHbIX
AaHHbIX C MCNOMb30BaHMEM CpPeaCcTB aBToMatmsauuum unm 6e3 MCnonb3oBaHWSA TakuUX
cpencTs.

MHcpopMaLMOHHbIE TEXHONOrMM — MPOLEeCChl, MeToabl Moucka, cbopa, XpaHeHwus,
06paboTKM, NpenoCTaBfeHUs, PacipoCTPaHEHUsT MHAOPMaUMM U Ccrnocobbl OCYLLLECTBIIEHUS
TakMx NpoLeccoB U METOO0B.

Mcnonb3oBaHMe nepcoHanbHbIX JAaHHbIX — denctBus  (onepaumm) C
nepcoHanbHbIMKU JaHHbIMW, COBEPLLUAEMbIE OMNEPATOPOM B LIENAX NPUHATUS PeLUEHUIN UK
COBEpPLLEHNS UHbIX OENCTBUNA, NMOPOXAAMLNX IOPUANYECKME NOCMNEACTBMS B OTHOLUEHUN
cybGbeKkTa nepcoHarnbHbIX AaHHbIX UKW APYrMx nuu NMbo nHbiM 0Bpa3om 3aTparvBaoLLnX
npasa n cBoboabl cybbekTa nepcoHanbHbIX AaHHbLIX UK OPYrnX nuy,.

MUcTouyHnk yrposbl 6GesonacHoctn uHdopmaumm — cybbekT [octyna, Mmate-
pyanbHbIN 0OBEKT M hr3nNYECKOE SIBNEHUE, SBMSIOLLMECH MPUYNHON BO3HUKHOBEHWUS YrpoO3bl

6esonacHocTM nHdopMaLmK.



KoHTponupyemasa 30Ha — nNpOCTPAHCTBO (TEppuUTopus, 34aHWe, YacTb 30aHus,
MOMELLEHNE), B KOTOPOM UCKIMKOYEHO HEKOHTPONMpyemoe npebbiBaHNE MOCTOPOHHUX NNL, a TakkKe
TPaHCMOPTHbIX, TEXHNYECKMX U MHbIX MaTepuarbHbIX CPEACTB.

KoHcmaeHumManbHOCTb NepcoHanbHbIX AaHHbIX — 0bsA3aTenbHoe Ana cobrto-
AEHVS1 onepaTtopoM WM MHbIM  MOMYYMBLUMM  OOCTYN K MEePCOHanbHbIM - AaHHBIM - JIALIOM
TpeboBaHWe He AonyckaTb UX pacrpocTpaHeHne 6e3 cornacusi cybbekTa nepcoHarnbHbIX AaHHbIX
WM HaNMW4Ynsi IHOTO 3aKOHHOTO OCHOBaHWUS.

MexceTeBoN 3KpaH — JiokarnibHOe (OQHOKOMMOHEHTHOE) WM (PYHKUMOHASBHO-
pacnpegeneHHoe nporpaMmMHoe (MporpamMmmHo-annapaTHoe) CPEACTBO (KOMMIEKT), peanuaytoLlee
KOHTPOSb 3a WH(bopmaumen, nocTyrnaowen B WHEOPMAUMOHHYKD CUCTEMY MepPCOHarbHbIX
AaHHbIX 1 (MKW) BbIXOASLEN N3 MHPOPMALMOHHON CUCTEMBI.

HapywuTtenbs 6e30nmacHOCTU NepCOHalNbHbIX AaHHbIX — U3NYeckoe Lo,
Cry4YaHO WM npegHaMepeHHO CcoBepLUaloLLee OEWCTBUS, CrieacTBUEM KOTOPbIX SIBNSIETCA
HapyLLeHne 6e30MacHOCTN NePCOHAsbHbIX AaHHbIX NMPU UX 0BPaboTKe TEXHNYECKUMU CPEACTBaMU
B MIHGPOPMALMOHHBIX CUCTEMAX NEPCOHArbHbIX AaHHbIX.

HeaBTOMaTM3npoBaHHass oOpabGoTka nepcoHanbHbIX AaHHbIX — 06paboTka
nepcoHarnbHbIX AaHHbIX, COAepXKalMxcsa B WMHAOPMALMOHHOM CUCTEME MEPCOHArbHbIX
AaHHbIX MO0 U3BNEYEHHbIX W3 TakoW CUCTEMbl, CYMTAETCA OcCyllecTBneHHon 6e3
MCNonb30BaHWs Cpeacts  aBToMaTm3auun (HeaBTOMaTU3MPOBAHHOW), ecrnu  Takue
OENCTBUA  C  NepcoHarnbHbIMW  [aHHbIMKW,  KaKk  WUCMNONb30BaHWe,  YTOYHEHWe,
pacnpocTpaHeHue, YHUYTOXEHWE MepCOoHarnbHbIX OAHHbIX B OTHOLUEHUW KaXOdoro u3
CyOBLEKTOB MepcoHanbHbIX AaHHbIX, OCYLIECTBAATCA MNPU HEnocpeACTBEHHOM Yy4yacTuu
YyenoBeka.

HepeknapupoBaHHble BO3MOXHOCTU — (PYHKLMOHAamNbHbIE BO3MOXHOCTU CpeacTs
BbIYMCIUTENBHON TEXHWKW, HE OMNWCaHHble WM He COOTBETCTBYHOLLME OMUCAHHbIM B
OOKYMEHTaUmK, npy UCMoNb30BaHMN KOTOPbIX BO3MOXHO HapylleHue KOHuaeHumansHOCTH,
AOCTYMHOCTU UK LIeNTOCTHOCTH obpabaTbiBaemMon MHpopmauuu.

HecaHKUMOHUPOBaHHbLIM AOCTYN (HECaHKUMOHMPOBaAHHbIE [ENUCTBUA) — OOCTYN
K MHCpopMaLmm nnv SENCTBUA C MHCpOpMaLMen, HapyLLaloLLpme npasunia pasrpaHuyeHnsa JocTyna
C MCMONb30BaHMEM LUTATHbIX CPeACTB, MPeaoCTaBnseMblX MHPOPMALMOHHBIMU CUCTEMaMK
nepcoHarbHbIX AaHHbIX.

Hocutenb nHdopmaumm — pmanyeckoe nmuo nnv MaTepuanbsHbIi OOBHEKT, B TOM YnChe
dmandeckoe rnomne, B KOTOPOM MH(popMauMsa HaxoguT CBOE OTpaKeHwe B BMOE CUMBOIIOB,
06pa3oB, CUrHaNOB, TEXHUYECKUX PELUEHVW M MPOLECCOB, KONMMYECTBEHHbIX XapaKTepUCTUK

PU3NYECKMX BENTNYNH.



Ob6e3nnumMBaHue nepcoHanbHbIX AAaHHbIX — OEWCTBUSA, B pe3ynbTaTe KOTOPbIX
HEBO3MOXHO ONpPeaenuTb MNPUHAOSIEXXHOCTb MNEePCOHarNbHbIX [aHHbIX KOHKPETHOMY
Ccyb6beKTY NnepCcoHanbHbIX aHHbIX.

O6paboTka nepcoHanbHbIX AaHHbIX — OEUCTBUA (Onepaumun) ¢ nepcoHasnbHbIMM
AaHHbIMKM, BKItoYas cbop, cuctemaTn3aumio, HakomnneHue, XpaHeHme, YyTouHeHe (o0bHoBMNeHMeE,
N3MEHEHME), UCMOSNb30BaHMe, pacnpocTpaHeHne (B TOM 4ucne nepegady), obesnuyumsaHuve,
GrOKMPOBaHNE, YHNUTOXEHME NEPCOHANbHbLIX AaHHbIX.

O6wenocTynHble NepcoHalnbHble AaHHble — NepcoHanbHble AaHHble, OOCTYnN
HEOrpaHMYeHHOro Kpyra Ny, K KOTOpbIM MpedocTaBneH C cornacusa  cybbekTa
nepcoHarbHbIX AaHHbIX UM HA KOTOPbIE B COOTBETCTBUMN C hedepanbHbiMM 3aKOHaMn He
pacnpocTpaHsieTca TpeboBaHme cobniogeHns KOHPUAEHLMANbHOCTMW.

OnepaTtop (NepcoHanbHbIX AAaHHbIX) — FOCY4APCTBEHHbIA OpraH, MyHULMNanbHbI
opraH, topuamndeckoe wunu usamdeckoe nuuo, OopraHmaytolee U (Unm) OcCyLecTBhstoLEee
06paboTKy NepcoHanbHbIX AaHHbIX, @ Takke onpeaenstowme Lenm n cogepxaHme obpaboTkm
nepcoHarnbHbIX JaHHbIX.

TexHunyeckne cpepctBa MHGPOPMALUMOHHOW CUCTEMbl MEpPCOHaNbHbIX
AaHHbIX — CPEACTBA BbIYUCIUTENBHON TEXHWKM, MHOOPMALIMOHHO-BBIYMCIIUTENBHBIE KOMIMIIEKChI
N ceTn, cpeactsa M CUCTEMbI Mnepepayn, npuema u obpabotkm MOH (cpeaoctBa uM cuctembl
3BYKO3anucK, 3BYKOYCUIIEHWUSI, 3BYKOBOCTIPOM3BEOEHWS, MEPEroBOpPHbIE U TESNEBU3MOHHbIE
YCTPOWCTBA, CPEeACTBa W3roTOBMEHUS, TUPaXUPOBAHUSI AOKYMEHTOB W OpyrMe TeXHUYEeCKue
cpeactea 00paboTKM peyveBon, rpadmyeckon, BMOEO- M BykBEHHO-LUmMGPOBOM MHGopMaLmn),
nporpamMmMHble cpeacTtBa (onepaumoHHble CUCTEMbI, CUCTEMbI YrpaBneHnst 6asamMm OaHHbIX U
T.N.), cpeacTsa 3awmTbl UHoOpPMaLMK, NMPUMEHSEMbIE B MHOOPMAaLMOHHBIX CUCTEMAX.

MepexBat (MHcpopMaUMKM) — HenpaBOMEPHOE MOfyyYeHne uHdopMaumm C UC-
Nnosib30BaHMEM TEXHMYECKOro CpPeacTBa, OCYLECTBNALWEro ObBHapyXeHue, npuem u
06paboTKy MHOPMATUBHbBIX CUTHASOB.

MepcoHanbHble AaHHbIe — Nobast MHopMaUNd, OTHOCALLASCA K onpeaeneHHoOMY
UnnM onpenenseMomMy Ha OCHOBAHUWM TakoW MHAOpMaumm usndeckomy nuuy (cyobekTy
nepcoHarnbHbIX AaHHbIX), B TOM Yucne ero hamunng, nmsi, oT4eCTBO, rod, Mecsu, aata u
MECTO PpOXOEHUsl, agdpec, CeMenHoe, coumanbHoe, WMYLLECTBEHHOE MOMOXEHME,
obpasoBaHue, npodeccus, goxoabl, Apyras MHdopmMmauus.

NMoboYHbIE 3NEeKTPOMarHUTHbIE WU3NYYEeHUA U HaBOAKU — 3NEKTPOMAarHUTHbIE
N3Ny4YeHnss TEXHUYECKMX CpencTB 00paboTkM 3awmwaeMon MHgopmaumm, BO3HUKaKOLWmne
Kak Nobo4HOe SIBNEHME M BbI3BAHHbIE SNEKTPUYECKMMU CUrHanamu, eNCTBYIOWMMN B NX
3MEKTPUYECKMX N MArHUTHBIX LENsX, a Takke 3NEeKTPOMarHUTHbIE HAaBOAKM 3TUX CUrHasnoB

Ha ToKonpoBoaALline JIMHUN, KOHCTPYKUUN U uenn nnTaHn4.
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Monutnka «4YnMcTOro cTona» — KOMMMEKC OPraHU3auNOHHbIX MepOonpUATAR,
KOHTPONMPYIOLWNX OTCYTCTBME 3anucbiBaHNs Ha OyMaxHble HOCUTENU KYen u
aTpubyTOB fOCTyNa (Naponien) n xpaHeHust ux B6nmnsmn obbekToB JocTyna.

NMonb3oBaTtenb MHPOPMALIMOHHON CUCTEMBbI NEPCOHarNbHbIX AaHHbIX — NAULO,
yyacTeylouwee B PYHKLMOHUPOBAHUUN MH(POPMALMOHHOMN CUCTEMbI NEPCOHAaNbHbIX OAaHHbIX
UIn ncnosbaylollee pesynbtatbl €ee PyHKLMOHNPOBAHUA.

lNMpaBuna pasrpaHny4eHnsa AOCTyNna — COBOKYMNHOCTb NpaBus, perfiaMeHTUpYoLWmx
npaea gocTyna cybbekToB AocTyrna K obbekram gocTyna.

MporpamMmHaa 3aknagka — KOA4 nporpaMMbl, npegHaMepeHHO BHECEHHbI B
nporpaMMmy C LUenbl0 OCYLLECTBUTb YTEYKY, W3MEHUTb, ONOKMPOBaTb, YHUYTOXMUTb
WHOPMAUMIO WKW YHUYTOXUTb W MoauduuupoBaTb nporpaMmmHoe obecrneyeHue
WHGOPMALNOHHOM CUCTEMbI MEPCOHanNbHbIX AaHHbIX U (UnK) BnokupoBaTb annapaTHble
cpeacTea.

MporpamMmHoe (NporpamMMHO-maTeMaTU4ecKkoe) BO3AEUCTBUE — HECaHKLMO-
HUPOBaHHOE BO3OENUCTBME Ha pecypcbl aBTOMaTU3MPOBAHHOW  MHGOPMALMOHHOM
CUCTEMbI, OCYLLECTBASIEMOE C UCMOSb30BaHMEM BPEAOHOCHbIX MPOrpamm.

PackpbiTe nepcoHanbHbIX AAaHHbIX — YMbILWSIEHHOE UMK ClyYanHoe HapyLlleHne
KOH(PMAEHUMANbHOCTU NEPCOHANbHbIX JAHHbIX.

PacnpoctpaHeHue nepcoHanbHbIX AaHHbIX — OENCTBUA, HanpaBlieHHble Ha
nepegayvy nepcoHasbHbIX JaHHbIX onpeferieHHoOMY Kpyry nuy (nepegaya nepcoHarbHbIX
AAHHbIX) MM Ha O3HaKOMIIEHME C MEepCOHarbHbIMW OAHHBIMU HEOrpaHWYEeHHOro Kpyra
nvidy, B TOM u4ucne obHapogoBaHMe MepcoHanbHbIX AaHHbIX B CpeacTBax MacCOBOW
WHopmauunKn, pasmelleHne B UHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIX CeTAX WNu
npegocTasBrieHne JOCTyna K NepcoHasibHbIM AaHHBbIM KakuM-nnbo MHbIM CNoCcoBOoM.

Pecypc wHdOpMaLMOHHOM CUCTEMbl — WMMEHOBAHHbLIM 3fIEMEHT CUCTEMHOrO,
npuknagHoro wunu annapaTtHoro obecneveHns YHKUMOHMPOBAHUSA WHEOPMALMOHHON
CUCTEMBI.

CneuunanbHble KaTeropuu nepcoHanbHbIX AAaHHbIX — MepPcoHarnbHble AaHHbIE,
Kacawlpnecs pacoBOKW, HaUMOHaNbHOW NPUHAONEXHOCTU, MONUTUYECKUX B3rNs4oB,
PENUIMO3HbIX MM PUNOCOdCKUX YyOEXOEHN, COCTOAHUSA 300POBbS U MHTUMHOW XKU3HM
cybbekTa nepcoHarnbHbIX AaHHbIX.

CpeacTtBa BbIYMCUTENBHON TEXHUKU — COBOKYMHOCTb MPOrPaMMHbIX Y TEXHUYECKUX
3MEeMEHTOB cMCTEM 00PabOoTKM AaHHBIX, CMIOCOBHBIX (PYHKLUMOHMPOBAaTL CAaMOCTOSTENBHO U B
cocTaBe ApYyrnx CUCTeM.

Cy6bekT poctyna (CyObekT)— nmuo wnM npouecc, LEWCTBMS KOTOPOro per-

NamMeHTMpYHTCS NpaBunamMy pasrpaHuyeHunst 4ocTyna.
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TexHnYeckni KaHan yTeuykn MHopmMaumum — COBOKYNHOCTb HOCUTENST MHGbOopMaLIn
(cpenoctBa 06paboTKM), husmuyeckonm cpedpl pacnpocTpaHeHUs MHAOPMATMBHOMO curHana u
cpencTB, KOTOpbIMM A0ObIBAETCA 3alUMLLaemMast HOpPMaLms.

TpaHcrpaHuyHas nepepada nepcoHanbHbIX OaHHbIX — nepenava
nepcoHarnbHbIX OaHHbIX onepaTtopoM 4epe3d [ocyaapCTBEHHy rpaHuly Poccuiickon
depgepaumm  opraHy BriacTM  MHOCTPaAHHOrO  rocygapctea,  U3NYECKOMY  Unun
IOPUANYECKOMY NNLYY MHOCTPaHHOMO rocyaapcTBa.

Yrpo3bl 6e30nacHOCTM NepcoHasnbHbIX AaHHbIX — COBOKYMHOCTb YCIOBUM U
hakTopoB, CO3aaOLMX ONACHOCTb HECAHKUMOHUPOBAHHOTO, B TOM YKUCHe CryYanHoro, 40CTyna K
NnepcoHanbHbIM AaHHbIM, Pe3yrbTaTOM KOTOPOro MOXET CTaTb YHUYTOXEHWE, W3MEHEHMe,
OnokMpoBaHWe, KOMUPOBaHWE, PacnpPOCTPaHEHUE MEePCOHAamnbHbIX OaHHbIX, a TaKKe WHbIX
HECaHKUMOHUPOBAHHbIX OEUCTBUA Mpn  nX obpaboTke B  MHAOPMALMOHHON  cucTeme
nepcoHarnbHbIX AaHHbIX.

YHUUYTOXEHME MNepCcoHanbHbIX AaHHbIX — [OENCTBUS, B pesynbTate KoTOpbIX
HEBO3MOXHO BOCCTaHOBUTb COAEPXKaHME MEePCOHanbHbIX AaHHbLIX B MHPOPMAaLMOHHOM cucTeMe
NepCcoHarnbHbIX AaHHbIX UK B pe3ynibTaTte KOTOPbIX YHUYTOXAOTCS MatepuarbHble HOCUTENK
nepcoHarnbHbIX JaHHbIX.

YTeuka (3awmwaemon) uHcpopmauuMm nNO TeXHUYECKUM KaHaram — HEKOH-
TpONMpyemMoe pacrnpocTpaHeHne MHopMaumm OT HOCUTESNA 3alumLiaeMon MHopMaumn Yepes
dom3nyeckyto cpeay 40 TEXHUYECKOro CPeACTBa, OCYLLECTBSIOLLErO nepexsaT UHGopMaLunn.

YuypexpeHue — YnpasneHue obpasoBaHus.

YA3BMMOCTb — CraboCTb B CPeACcTBax 3almThbl, KOTOPYKD MOXHO WCMoNb3oBaTb Ans
HapyLLEeHMs CUCTEMBI UITW COAepKaLLiencs B HeW MHdopmaLmn.

LlenocTtHOCTb MH(popMaL MK — CNOCOBHOCTL CPEACTBA BbIYMCITUTESNBHOM TEXHUKA NI
aBTOMATU3NPOBAHHOM CUCTEMbI obecrneynBatb HEU3MEHHOCTb MHpopMauMn B YCrOBUSIX

CrnyYanHoro nunm npegHaMepeHHOro UCKaXKEHNsT (paspyLUEHNS).



OBO3HAYEHUA N COKPALLEHUA
ABC — aHTUBMpYyCHbIE cpeacTBa
APM — aBTOMaTU3MpOBaHHOE paboyee MecTo
BTCC — BcnomoraTenbHble TEXHUYECKNE CpeacTsa U CUCTEMbI
NCIMOH — nHcopmMaumoHHasa cucteMa nepcoHarnbHbIX AaHHbIX
K3 — koHTpOonvpyemas 3oHa
JIBC — nokaneHasi Bbl4MCNUTENbHAs CETb
M3 — mexxceTeBon aKpaH
HC[] — HeCcaHKUMOHUPOBaHHbLIN OCTYN
OC - onepaumoHHas cuctema
MAOH — nepcoHanbHble AaHHbIE
MMB — nporpaMMHO-MaTeMaTyeckoe BO3aencTeme
MO — nporpammHoe obecneveHne
MAMWH — noboyHbIe anekTpoMarHUTHbIE U3MNYyYeHUS N HABOAKM
CA3 — cuctema aHanusa 3aLmLeHHOCTH
C3W — cpenctBa 3awmThl HOpMaLmMm
C3MNAH — cuctema (nogcmctema) 3awmTbl NEPCOHarbHbIX AaHHbIX
COB - cuctema obHapyXeHNs BTOPXKEHUN
TKYU — TexHu4eckme kaHarnb! yTeukm nHdopmaumm

YBIMOH — yrpo3bl 6e30nacHOCTM NepcoHasibHbIX JaHHbIX
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BBEOEHUE

Hactosawaa KoHuenuus wnHdpopmaumoHHon 6GesonacHoctn WCIOH YnpaBneHus
obpasoBaHna ([danee - YupexaeHus), asnserca opuunanbHbiM JOKYMEHTOM, B KOTOPOM
onpegeneHa cuctema B3rMsgoB Ha obecrneyeHne MHEGOPMAaUMOHHOM 6Ge30nacHOCTH
YupexaeHus.

Heobxognmoctb  paspaboTtkm  KoHuenuuu  obycrioBrneHa  CTpeMUTESNbHbIM
pacwmpeHnem cepbl MNPUMEHEHUSS HOBEWLWIUX WMHMOPMALMOHHBLIX TEXHOMOMMNn 1
npoueccoB B YupexaeHusax, npu obpaboTke uHdopmaumm BoobWE, U NepcoHarbHbIX
AaHHbIX B YaCTHOCTW.

HacTtoawasa KoHuenuus onpefensdetr OCHOBHblE Uenu U 3ajadn, a Takke obuiyto
cTpaTernio NOCTPOEHUST CUCTEMBI 3aLLMThl NepcoHanbHbIX AaHHbIX (C3MOH) YupexaeHus.
KoHuenuna onpegensieT oCHoBHble TpeboBaHus U 6a3oBble NOAX0Abl K UX peanu3auunu,
Ana goctumxkeHna Tpebyemoro ypoBHA 6e3onacHOCTM nHopmaumn.

KoHuenuma paspabotaHa B COOTBETCTBMM C CUCTEMHbIM  MOAXOAOM K
obecneyeHnio uMHgopmaunoHHon ©GesonacHocTn. CUCTEMHbIM NOAXo4 npeanonaraet
npoBefeHMe  KOMMSIeKca  MEPONpUATUA,  BKIOYAOLWKWX  UCCnegoBaHMe  yrpos
WHOpPMaUNOHHOM ©e3onacHOCTM U pa3paboTky cuctembl 3awmuTbl MOH, ¢ no3vyum
KOMMEKCHOIO NPUMEHEHNSA TEXHUYECKNX U OPraHM3aLMoOHHbIX MEP U CPEACTB 3aLUMmThl.

Moo wHdopmaunoHHon 6GesonacHocTbto [1H noHMMaeTcs  3aWMLLEHHOCTb
nepcoHarnbHbIX AaHHbIX U obpabaTbiBalowen nx MHPPACTPYKTYype OT MbbIX CryvYanHbIX
UNnU 3rI0HAaMEpPEHHbIX BO3OENCTBUIA, Pe3ynbTaTOM KOTOPbIX MOXET SIBUTbCS HaHeceHue
ywepba camon mHdopmaumum, ee Bnagenouam (cydobektam MNOH) nnn nHdpacTpykType.
3apgaun  vHpopmaumoHHon ©e30MacHOCTM CBOAATCA K  MUHMMM3auuu yuepba ot
BO3MOXHOW peanusaumm yrpo3 6esonacHoctn [H, a Takke K MPOrHO3MPOBaHUIO U
npeaoTBpaLLEHNIO TaKMX BO3LENCTBUN.

KoHuenuusa cnyxuT OCHoBOW Ansi pa3paboTKMm KOMMekca OpraHu3auMOHHbIX WU
TEXHUYECKMX Mep no obecrneyeHuo MHGOPMaUMOHHOM 6Ge3onacHOCTU YupexaeHun, a
TaKkKke HOPMaTUBHbLIX U METOANYECKUX OOKYMEHTOB, obecneunBaroLmx ee peanusaumto, n
He npegnonaraeT noameHbl OYHKUMA rOCyOapCTBEHHbIX OpraHoB Bfiactu Poccunckomn
depnepaumn, otTBevaroLmnx 3a obecneveHne 6€30nacHOCTU MHPOPMALIMOHHBIX TEXHOSOIMIA
N 3aWmTy nHdopMaLunu.

KoHuenuumsa aBnsaeTcss MeTogosiorm4eckom OCHOBOM ANS:

- bopmmpoBaHNA U MNpPOBEAEHUS edvHOW MNonuMTMKM B obnactu obecneyeHus

6e3onacHoctn MNAOH B UCTOH YupexaeHus;
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- MPUHATUSA  yNpaBfeHYeCKUX peLlleHnn n paspaboTku npakTU4ecknx Mep no
BOMNSIOWEHMIO NonuTukn 6e3onacHoct MNOH 1 BbipaboTKkn KOMMMeKca CornacoBaHHbIX Mep
HOPMaTMBHO-NPaBOBOro, TEXHOMIOMMYECKOrO N OpraHN3aLnoOHHO-TEXHMYECKOrO Xapakrepa,
HanpaBfieHHbIX Ha BbIsIBIEHME, OTpaXeHue W NUKBUOAUMKO MOCreacTBUn peanusaumm
pasnuyHbix B1uaoB yrpo3s MNAH;

- KoopauHaumm [eATenbHOCTU CTPYKTYPHbIX nogpasgeneHnin YypexaeHus npu
nposefeHnn paboT no passutuio K akcnnyataumm NCIOH ¢ cobnogeHnem TpeboBaHUm
obecneyeHus 6esonacHocTu MNOH;

- pa3paboTkM NpeasioXkeHUn No COBEPLUEHCTBOBAHUIO MPaBOBOro, HOPMaTUBHOrO,
MEeTOOAMNYECKOro, TEXHNYECKOIO U OpraHn3aumnmoHHoro obecnedeHnsa 6esonacHocTtu MNOH B
NCIMOH YypexaeHus.

O6nactb npumeHeHnss KoHUenuuu pacnpocTpaHsaeTCsa Ha BCe Yy4YpexaeHus
nMeroLme OTHOLEeHNe K cucteme obpasoBaHna TanMMbIPCKOro MyHULMNANbHOMO panoHa,
aKkcnnyaTupylowmne TexHudeckme u nporpammHble cpeactsa WCIOH, B KOTOpbIX
OCYyLLEeCTBNsAeTCs aBToMaTuanpoBaHHas obpaboTtka [MH, a Takke Ha noapasgeneHus,
OCyLlecTBNsALWmMe conpoBoxaeHue, obcnyxuBaHne u obecrneyeHne HOpMaribHOro
dyHKUMoHUpoBaHus NCIOH.

MpaBoBon 6Gason Ans paspaboTkn Hactoswen KoHuenuum cnyxaT TpeboBaHus
aencteyowmx B Poccnn 3akoHogaTenbHbIX U HOPMATUBHBIX JOKYMEHTOB No obecnevyeHunto

©e3onacHoCcTM nepcoHanbHbIX gaHHbIX (MOH).
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1 O6wume nonoxeHus

Hactoswasa KoHuenuus onpegenseT OCHOBHblE LENW M 3adayun, a Takke obulyto
cTpaTernto NOCTPOEHUsT CUCTEMBI 3aLLMThl NepcoHanbHbIX AaHHbIX (C3MOH) YypexaeHus,
B cootBeTcTBUM C lNMepeuHem UCIOH. KoHuenums onpenensieT ocHOBHble TpeboBaHnsA u
©as3oBble NOAXoAbl K X peanuaauun, onsa JocTkeHus Tpebyemoro ypoBHA 6e3onacHoOCTU
MHGOpMaLMK.

C3MNAH npeacrtaBnseTr coboM COBOKYMHOCTb OPraHM3auMOHHBIX UM TEXHUYECKUX
Meponpuatnn ansa 3awmtbl MNMOH OT HenpaBOMEPHOro UnM CryyYyanHoro AocTyna K HUM,
YHUYTOXEHUS, U3MeHeHusi, BroKkMpoBaHus, KONMpoBaHud, pacnpoctpaHeHusa [0OH, a
Takke MHbIX HENPaBOMEPHbLIX 4ENCTBUIA C HUMMW.

besonacHOCTb MepcoHasnbHbIX  OaHHbIX  OOCTUraeTcss NyTeM  UCKIOYEHUs
HEeCaHKUMOHUPOBAHHOIO, B TOM YMCfle CyyYanHOro, AocTyna K nepcoHasnbHbIM aHHbIM,
pe3ynbTatoM KOTOPOro MOXET CTaTb YHUYTOXEHMEe, W3MeHeHune, OnoknpoBaHue,
KONupoBaHWe, pacrnpocTpaHeHMe  NepcoHanbHbIX  OaHHbIX, a Takke  WHbIX
HEeCaHKLUMOHUPOBaHHbIX ENCTBUMN.

CTpykTypa, cocTtaB 1 ocHoBHble coyHKunn C3IMOH onpegensatoTcs ncxoasa ua knacca
NCMAOx. C3MNOH BkNoYaeT opraHn3auMOHHbIE MEPbl U TEXHUYECKMe cpeacrtBa 3alluThl
WHopMauumn (B ToM yucne wmndposansHble (Kpuntorpadudeckne) cpencrea, cpencrea
npefoTBpalleHnss  HEeCaHKUMOHMPOBAHHOIO  AOCTyna, YTeYyku  MHpopmaumm  no
TEXHUYECKMM KaHanam, nporpaMMHO-TEXHUYECKUX BO3OENCTBUA Ha TEXHUYECKue
cpeaoctBa obpabotkm [10H), a Takke uCnonb3yemble B WHPOPMALMOHHOM CUCTEME
MHOPMALNOHHLIE TEXHOMOMUM.

3TN Mepbl Npu3BaHbl 0becneynThb:

- KOHPMAEHUMANbHOCTb MHOPMauuM (3awmTa OT  HeCaHKUMOHUPOBAHHOMO

O3HaKOMJIEHUS);
- LleJIOCTHOCTb nHdopmauun (akTyanbHoCTb " HEeNpoOTUBOPEYMBOCTb
NMHopMaLMK, ee 3aLUNLLEHHOCTb OT pa3pyLleHMs N HECAHKLVNOHMPOBAHHOIO N3MEHEHUS);
- AOCTYNMHOCTb WHOPMauun (BO3MOXHOCTb 3a MpuemrieMoe Bpemsi MOosyunTb

Tpebyemyto MHPOPMaLIMOHHYIO yCnyry).

Ctagun co3gaHua C3IH BkNtoYaloT:

- NpeanpoeKkTHas CTaausd, BKvawwas npegnpoektHoe obceneposaHne WCIOH,
pa3paboTKy TEXHMYECKOro (HaCcTHOro TEXHUYECKOro) 3afaHns Ha ee co3qaHue;
- cTagusa  npoekTnpoBaHus (paspaboTkm npoektoB) u peanusauun WCIOH,

BKNtovatowasn paspadotky C3MOH B coctase NCIOH;
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- cTagna BeBoga B geucteue C3IOH, BKkMYalowwas OMbITHYK 3Kchnyatauumio u
npUemMo-coaToYHble UCMbITaHUSA CPeACTB  3awuTbl MHOpMaUMW, a TakkKe OLEHKY

cooteetcTBuA NCIOH TpeboBaHmnsam 6e3onacHOCT1 MHopmaumnn.

OpraHnsauuoHHble Mepbl NpegycMaTpuBatoT co3faHue u nogaepkaHue npasoBou
06as3bl 6esonacHoctn [OH 1 paspaboTky (BBeAeHWe B OencTBue) npeayCcMOTPEeHHbIX
Monutukon wHGopmauynoHHon 6GesonacHoctn WCIIOH cnegyowmx opraHu3aumMoHHO-
pacnopsanTeribHbIX JOKYMEHTOB:

- Mnan meponpuaTun no odbecneveHuo 3awmTsl MNOH npy nx obpabotke B UCTOH;

- MnaH meponpuaTU No KOHTposto obecrneyveHuns 3awmnTbl MNOH;

- MNopsigok pesepBupoBaHUs 1 BocCcTaHoBNeHUs pabotocnocobHoctn TC m MO, 6a3

JaHHbIX 1 C3U;

- JomkHocTHaa wHCTpykuma agmuHuctpaTtopa WCIMOH B 4actu obecneyvyeHus

©e3onacHoctu MNOH npu nx obpaboTtke B CIOH;

- [JormkHOCTHaa MHCTPYKUMA agMmmHucTpatopa 6esonacHoctn ACTOH;

- [lormkHocTHaa  umHCTpykuma nonb3oBatenda WCIMOH B 4yactm obecneyeHus
©e3onacHoctu MNOH npu nx obpaboTtke B CIOH;

- IHCTpyKUKMA Ha criyyan BO3HUKHOBEHMWS BHELUTATHOM CUTyaLUuu;

- PekomeHpgaumm no wmcnonb3oBaHUIO MpPOrpaMMHbIX M annapaTHbIX CpPeacTs

3aWwmTbl MHOPMaUMN.

TexHuyeckne Mepbl 3alUTbl peanua3yrTcs Npu  MOMOLM COOTBETCTBYHOLLNX
NPOrpaMMHO-TEXHUYECKMX CPEACTB U METOLOB 3aLLMUTLI.
MNMepeyeHb HeobxoguMMbIX Mep  3aluTbl  MHOPMaUMM  onpegensietca Mo

pesynbTatam BHYTPeHHeN npoBepkn 6esonacHocTn NCIOH YupexaeHus.
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2 3apaum C3MNOH

OcHoBHOM uenbto C3MOH aBngetca MuHUMM3auMa yuiepba OT BO3MOXHON
peanu3aumm yrpo3 6esonacHoctu MNOH.

[Ona poctmxkeHna ocHoBHOW uUenn cuctema 6esonacHoctn MAH WUCIOH pomkHa
obecneunBaTb 3IPPEKTUBHOE peLleHne cneayowmx 3agay:

- 3aWmTy OT BMeLlaTenbcTBa B npouecc pyHKunoHmposaHmss UCTTOH nOCTOPOHHMX
nny, (BO3MOXHOCTb mncnosnb3oBaHus AC 1 OoCTyn K ee pecypcamM OOSKHbl UMEeTb TOSbKO
3aperncTpupoBaHHble YCTaHOBIEHHbBIM NOPSAAKOM MOMNb30BaTeNn);

- pasrpaHuyeHne [OCTyna 3aperMcTpupoBaHHbIX MOSib3oBaTenen K annapaTtHbiM,
nporpaMMHbIM 1 MHGOopMaumoHHbIM pecypcam NCTOH (BO3MOXHOCTbL AOCTyNa TOMbKO K
TEM pecypcaM W BbINOSIHEHUS TOSMIbKO TeX onepaunn C HUMW, KOTopble HeobXxoauMbl
KOHKpeTHbIM  nonb3oBatenam WCIMOH 4Ona  BbINOMHEHUSt  CBOUX  CRNYXEBOHbIX
06s13aHHOCTEN), TO €CTb 3aLlMTy OT HECAaHKLMOHUPOBAHHOIO AOCTYyna:

a) K uHdopmaumu, umpkynupytowen 8 UCMaH;

0) cpeacTBam BbluMcnMTenNbHON TexHukn NCIMOH;

B) annapaTtHbIM, NPOrpaMMHbIM 1 KpuUnTorpadgmyeckMmM cpeactsam 3aluThl,
ncnonb3yembim B CIOH;

- perucTpaumio OencTBUM nonb3oBaTenen npu UCNONb3oBaHUM  3aluuLiaeMblX
pecypcoB WCIOH B CUCTEMHbLIX XypHanax MU Nepuoaudeckui KOHTPOSlb KOPPEKTHOCTM
OenCTBUM Nosib3oBaTesien CUCTEMbI MYTEM aHanmM3a COO4EPXKMMOro 3TUX XKYpHaros;

- KOHTPOSib LleNocTHOCTN (obecnevyeHne HEU3MEHHOCTU) cpedbl WUCMONHEHUs
nporpaMmm n ee BOCCTaHOBIIEHNE B Cllydae HapyLleHus:;

- 3alMUTY OT HECAHKUMOHMPOBAHHOMW MOAUMUKALUMM N KOHTPOSb LIENTOCTHOCTU
ucnonb3dyembix B WCIIOH nporpaMmMHbIX CPeAcTB, a Takke 3awWuTy CUCTEMbI OT
BHepEeHMs1 HECAHKLMOHMPOBAHHbLIX MpOorpamMm;

- 3awmTy MOH OT yTEeYKM NO TEXHUYECKMM KaHanam npu ee obpaboTke, XpaHEHUU K
nepegaye no KaHanam CBs3u;

- 3awmTty MNAOH, XxpaHumon, obpabaTbiBaeMOn 1 nepeagaBaemMon no KaHanam CBsi3u,
OT HECAHKLMOHMPOBAHHOIO pasrnalleHnst Ui NCKaXKEHWS;

- obecneyveHne XUBYYECTU KpunTorpaduyecknx cCpenctB 3awuTbl MHGOpPMaLUK
npu KOMNpomeTaLmm YacTu KN4YeBOn CUCTEMBI;

- CBOEBPEMEHHOE BbISBNIEHNE WCTOYHUKOB Yrpo3 6esonacHoctu [MLH, npuymH n
ycrnoBuin, cnocobcTByolWMX HaHeceHuto yuepba cybbektam NMOH, co3gaHme mexaHnsma

onepaTUBHOIO pearMpoBaHus Ha yrpo3bl 6esonacHocTy MNOH 1 HeraTUBHbIE TEHOEHLNN;
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- CO30aHune yCHOBMVI ana MUHUMMn3aumn 1 nokanm3aumnm HaHOCUMOro yu.l,epGa
HerpasoMepHbIMU AencTBUaAMM (bVISI/I‘-IeCKVIX n ropnagnyeckmnx nuu, ocnabnexHue

HeraTMBHOrO BIUSIHUS U NUKBMAALMA NOCNeacTBUM HapyLweHnA 6e3onacHocTn Mox.
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3 O61bLeKThbl 3alWmnThbI
3.1 NepeyeHb MHPOPMALIMOHHBLIX CUCTEM
B YupexgeHun npoussoautcss  06paboTka  MEepCOHanbHbIX  AAHHbIX B
NHPOPMaLMOHHBIX cMcTeMa 06paboTkM nepcoHarnbHbIX AaHHbIX (UCIOR).
MepeveHb WCIIOH onpegpensietca Ha ocHoBaHun OTyeTa nNo pesynbTatam

BHYTPEHHEWN NPOBEPKM.

3.2 NepeyeHb 06HLEKTOB 3aLMThI

Ob6bekTamun 3aWwuTbl ABNAKOTCA — MHMpopMaunsa, obpabaTtbiBaemas B VCIIOH, u
TexXHU4yeckne cpeactsa ee 06paboTkm n 3awmTbl. lepedyeHb NepcoHanbHbIX AaHHbIX,
nognexawue 3awute, onpegerneH B [lepeyHe nepcoHanbHbIX AaHHbIX, NOAMEXalmx
sawmTte B CI.

O6beKTbl 3aLMThbl BKIHOYAIOT:

1) O6pabaTbiBaemasn MHOpMaLKS.

2) TexHonornyeckas nHgopmaums.

3) MporpaMmmHo-TexHUYecKne cpeactsa o6paboTku.

4) Cpepnctea 3awmtsl MOH.

5) KaHarbl nHopMaLMoHHOro 06MeHa 1 TENEKOMMYHMKaLN.

6) O6beKTbI M MOMELLEHNS!, B KOTOPbIX pa3melleHbl KoMnoHeHTbl MCMOH.
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4 Knaccudmkauusa nonb3oBaTtenen UCMNOH

MNMonb3oBatenem WCIOH sBnsetca nuuo, yyacTteywowee B (PYHKLMOHUPOBAHUU
WHJOPMALMOHHOM CUCTEMbI MEPCOHArbHbIX AaHHbIX UKW UCMNOSMb3ylollee pesynbTaTtbl ee
dyHKumoHupoBaHus. Monb3osatenem UCIOH aBnaetca nobon coTpyaHuK YupexaeHus,
nmetowmn goctyn Kk UCIOH n ee pecypcam B COOTBETCTBUMN C YCTAHOBMEHHBIM MOPSIAKOM,
B COOTBETCTBUM C ero PyHKUMOHASTbHbIMU 06513aHHOCTSAMUA.

Monb3osatenun VCIOH genarcs Ha TpyU OCHOBHbIE KaTeropuu:

1) AomuHuctpatop WMCMOH. CoTpyaHWKM YdpexaeHusi, KOTopble 3aHMMaloTCs
HaCTPOWMKOW, BHEOPEHMEM W conpoBoOXdeHnem cuctembl. AamuHucTtpatop WCIOH
obnagaeTt crnegylowmm ypoBHEM JOCTYyNa:

- obnagaeTr nonHouM UMHOpMauMEn O CUCTEMHOM U MPUKNAZHOM
nporpaMmmHom obecneveHnn ACTMOH;

- obnagaeT nNOMHOWM MHoOpMauMen O TEXHUYECKMX CpeactBax W
KoHdpurypauumn ACIOH;

- UMeeT LOCTYN KO BCEM TEXHUYECKUM cpeacTtBaM 06paboTkn MHdopmMaumnm
n aaHHbIM NCTOH;

- obrnagaeT npaBaMn KOHPUTYpMpoOBaHUS U aAMUHUCTPATUBHON HACTPONKM
TexHnyeckux cpeacts NCTOH.

2) MNporpammucTt-paspabotunk NCMOH. COTpyaHUKM YUpexaeHUst Ui CTOPOHHIX
opraHuMsauun, KoTopble 3aHUMMalTCs pas3paboTkonM nporpammHoro  obecneyeHus.
Paspabotunk NCIOH obnagaeT crneayowmm ypoBHEM AoCTyna:

- obrnagaeT wHgopmaumen o6 anroputMax KM nporpammax obpaboTku
nHgopmauum Ha NCT10H;

- obrnagaeT BO3MOXHOCTAMM BHECeHMs1 OWKMBOK, HeaeknapupoBaHHbIX
BO3MOXXHOCTEN, NPOrpaMMHbIX 3aKnagok, Bpe4OHOCHbIX NporpaMm B NporpaMmMHoe
obecneyvenne NCIOH Ha cTagumn ee pa3paboTkn, BHEAPEHUS U CONPOBOXAEHUS;

- MOXET pacnonaratb nobbiMn dparmMeHTamm nHdopmauMm O TOMOMOrnu

NCIOH n TexHnyecknx cpeacteax obpadotkm u 3awmTsbl NOH, obpabaTbiBaeMbix B
ncngu.

3) Onepatop UCMOH. CoTpyaHWKM noapasneneHunii YUpexaeHus y4acTBYOLMX B
npouecce akcnnyataumm WCIOH. Onepatop UCIIOH obnapaeTt cneaylolimm YpPOBHEM

pocrtyna:
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- obnapgaeT BcemMn HeobxoauMbIMKM aTpubyTamu (Hanpumep, naponem),
obecneynBaoLLMMmN JOCTYN K HEKOTOPOMY noamHoxecTBy MNH;
- pacnonaraeTt KOHpuaeHUmManbHbIMU JaHHBbIMK, K KOTOPbLIM UMeeT JOCTY.
KaTeropmn nonb3oBaTtenen AO0mkHbl ObiTb onpegeneHbl ana kaxgon WCIIOH.
[OomKHO BbITb YTOYHEHO pasfgeneHve COTPYOHUKOB BHYTPU KaTeropuin, B COOTBETCTBUMU C
TnamMmu nonb3oBaTenen onpegeneHHbIMn B Nonntuke nHopmaumMoHHoM 6e30nacHOCTH.
Bce BbIsiBNeHHbIE rpynnbl Nonb3oBaTtenen otpaxatrTtcda B OTyeTe No pesynbtaram
BHYTpeHHen npoBepkn. Ha ocHoBaHum OT4yeTa onpefenaAwTcs npaBa AocTyna K
anemeHnTam VCIOH anga Bcex rpynn nonb3oBaTtenen n otpaxatotca B Matpuue goctyna B
MonoxeHnn o pasrpaHMyeHMn npaB goctyna K obpabatbiBaemMbiM MepCcoHaribHbIM

OaHHbIM.
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5 OcHOBHbI€ NPUHLUMNbI NOCTPOEHUSA CUCTEMbI KOMMNIIEKCHOM 3alWmTbl H(bopMauumn
MocTtpoeHune cuctembl obecneveHmns 6e3onacHocTu MAH NCIMOH YyupexaeHus n ee
PYHKUMOHMPOBAHUE [OOSMKHbI OCYLWECTBMNATLCA B COOTBETCTBUM CO  CrieadyroLmmu

OCHOBHbIMU MPUHLMNAMM:
- 3aKOHHOCTb;
- CUCTEMHOCTb;
- KOMMMNEKCHOCTb;
- HEenpPepbIBHOCTb;
- CBOEBPEMEHHOCTb;
- NPEEeMCTBEHHOCTb U HEMNPEPbLIBHOCTb COBEPLLUEHCTBOBAHUS;
- NepcoHarnbHas OTBETCTBEHHOCTb;
- MMHUMU3ALMSA NOSTHOMOYUIA;
- B3aMMOOEeNCTBUE U COTPYAHNYECTBO;
- TMOKOCTb CUCTEMbI 3aLLMUTHI;
- OTKPbITOCTb anropuTMOB U MEXaHNU3MOB 3aLLUThI;
- MPOCTOTa NPUMEHEHUS CPeacTB 3aLUuThl;
- Hay4yHass 060CHOBAHHOCTb M TEXHUYECKas peann3yemMocTb;
- cneyunanusaums u npogeccroHanmam;

- 0643aTenbHOCTb KOHTPOSIS.

5.1 3akoHHOCTbL
lMpegnonaraetT OCyLWECTBMEHNE 3alUMTHbIX MeponpuaTuin n paspabdotky C3IMOH
YupexaeHus B COOTBETCTBMM C LEUCTBYHOLLMM 3aKOHOLATENbLCTBOM B Obnactu 3alumTbl
MOH »n gpyrMx HOPMATMBHLIX aKTOB MO 6Ge30nacHOCTM WMHgOpMaUnn, YTBEPXKOEHHbIX
opraHamu rocyfapCTBEHHON BfacTu 1 ynpasrieHns B Npegenax nx KoOMneTeHumm.
Monb3oBatenu u obenyxusatrowmnn nepcodan MAH VUCTOH YypexaeHus OomKHbI
OblTb oOcBedoOMIIEHbl O nopsigke paboTbl C  3awuwaemMon UHgopmaumen wn oo

OTBETCTBEHHOCTW 3a 3awunTbl MNOH.

5.2 CuctemMHocTb
CuctemHbin nogxon Kk noctpoeHuto C3MOH YupexaeHus npegnonaraeTt yyeT BCex
B3aMMOCBSI3aHHbIX, B3aUMOAEWUCTBYIOLUMX N M3MEHSIIOLWUXCS BO BPEMEHM 3I1eMEHTOB,
YCINOBUN N (paKTOPOB, CYLLECTBEHHO 3HAYMMbIX ONs1 MOHMMaHUS U pelleHnss NpobreMbi

obecneyvenuns 6esonacHoctn MNAH UCTOH YupexaeHus.
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Mpn co3gaHmMM cucTEMbl 3alnTbl OOSMDKHbI Y4MTbIBATbCS BCe cnabble n Hanbonee
ysi3BMMble MecTa cucTembl 0bpaboTku MOH, a Takke xapakTep, BO3MOXHble 0ObEeKTbl U
HanpaBfeHMss atak Ha CUCTEMY CO  CTOPOHbl  HapywwuTenenm  (0COBGEHHO
BbICOKOKBaNMnLuMpoBaHHbIX 3110yMbILLIIEHHUKOB), nyTu NPOHUKHOBEHMUS B
pacnpegeneHHble cuctembl  HCL k nHdbopmauum. Cuctema 3awmtbl AOSHKHA CTPOUTLCA
C Y4E€TOM He TOJIbKO BCEX U3BECTHbIX KaHanoB NpoHuKHoBeHna u HCL k nHdopmauuu, HoO
N C Yy4EeTOM BO3MOXHOCTU MOSABMEHUS NMPUHUMNUANbHO HOBLIX MyTEeN peanusauuu yrpos

6e3onacHocTH.

5.3 KomnnekcHocTb

KomnnekcHoe wucnonb3oBaHMe MeTOAOB W CPeacTB  3awuThl  npeanonaraet
COrMacoBaHHOE MPUMEHeHWe pPasHOPOAHbIX CPeaCTB MpPU  MOCTPOEHUWU  LIeNOCTHOM
CUCTEMbI 3aLLMThI, NEePeKpbIBaloLLEN BCE CYLLECTBEHHbIE (3HAYMMbIE) KaHarbl peanusaumm
yrpo3 1 He cogepalliei cnabblx MEeCT Ha CTblkax OTAeNbHbIX €€ KOMMOHEHTOB.

3awmta [OomKkHa CTPOUTLCS SLIEeNoHMpPoBaHO. [NnA KakOoro KaHama yTeuku
MHOPMaLIMM U ANS KaXaow yrposbl 6€e30MacHOCTU [AOMKHO CYLLECTBOBaTh HECKOMbKO
3awmnTHbIX pybexen. CosmaHve 3alUTHLIX pyBexen OCYyLeCTBMNAeTCa C y4eTOM TOro,
ytoBbl ANA  UX NPEOoAONieHNs MOTEeHUManbHOMY 3MOYMbILIMEHHUKY TpeboBanuck
npodeccroHarbHble HaBbIKM B HECKOSbKMX HEB3aMMOCBS3aHHbIX 06nacTsx.

BHewHsas 3awmrta gorkHa obecneuvBaTbCH  (PUM3NYECKMMM  cpeacTBamu,
OpraHn3aLMoHHbIMK U NpaBoBbiMU Mepamu. OaHUM 13 Hamboree yKpenneHHbIX pybexen
npuasaHbl OblITb  CpeacTBa  KpuUnTorpaduyeckon  3aluTbl, peanu3oBaHHble C
ucnonb3oBaHnem TexHonorn VPN. [MpuknagHon ypoBeHb 3alumTbl, YYUTbIBAOLLMIA

ocobeHHOCTN NpegMeTHON obnacTu, NpeacTaBnNseT BHYTPEHHUA pyDex 3alunTbl.

5.4 HenpepbIBHOCTbL 3awmTbl MOH

3awmta TOH — He pas3oBoe MeponpuAaTME U He npocTass COBOKYMHOCTb
NpoBeAEHHbIX MEPONPUATUA U YCTAHOBIIEHHbLIX CPeACTB 3aluuTbl, a HenpepbIBHbIN
uerneHanpasneHHbl npouecc, npegnonararwmin NPUHATUE COOTBETCTBYIOLLMX Mep Ha
BCeX aTanax XuaHeHHoro uunkna NCIgH.

NCIMOH AomMKHbI HaxoaAUTbCA B 3aLMLEHHOM COCTOSSHUM Ha MPOTSHKEHUN BCETO
BpEMEHN WX QYHKUNOHUPOBaAHMSA. B cooTBeTCTBUM C 3TUM  MPUHUUMIOM  OOSDKHbI
NpUHMMaTbLCA Mepbl No HegonyweHuto nepexoaa VCIOH B He3aLWMNLLEHHOE COCTOSIHME.

BonbLUMHCTBY (PU3NYECKNX N TEXHUYECKUX CPEACTB 3awumTbl ans ageKTUBHOro
BbIMOSTHEHUS CBOUX (PYHKLUMIA HEOOXOoAMMa NOCTOAHHAsA TEXHUYEeCcKas U OpraHu3aunoHHas
(agMuHMCTpaTMBHas) nogaepka (CBoeBpeMEHHasi CMeHa U obecnedyeHne npaBUITbHOIO

XpaHEHNS U NPUMEHEHNA MMEH, naponeun, Knwyen wWwndpoBaHUs, nepeonpeneneHne

21



NOSIHOMOYNIA U T.I'I.). I'Iepepblsbl B pa60Te cpencrts 3alinTbl MOryT ObITb MCNOSb30BaHbI
3MTIOyMbIWWNEHHUKaMN 014 aHalnm3a rMnpuMeHdeMbiX MeTogoB U CcpedcTB 3allnTbl, AO54
BHeOpeHnA cneuunasibHbIX MporpamMMmHbIX 1 annapaTHbIX "3aknagok" u Apyrnx cpencts

npeoaosieHnA CUCTeMbl 3aLLUThI NMociie BOCCTaHOBIIEHUA €€ (*)yHKLI,I/IOHI/IpOBaHI/IFl.

5.5 CBoeBpeMeHHOCTb

lMpegnonaraet ynpexgarowmin xapakrep mep obecneyveHums 6esonacHoctu MNOH, TO
eCTb [MOCTaHOBKY 3agady no komnnekcHon 3awmte WCIMOH wn peanusaumio  mep
obecneyveHuns 6esonacHoctn MNOH Ha paHHUX cTagusx paspabotkn NCIOH B uenom un ee
CUCTEMbI 3aLLUNTbI MHPOPMaLUNN, B HAaCTHOCTW.

PaspaboTka cucTemMbl 3aliuTbl AOSMKHA BECTUCb NapannenbHO ¢ pa3paboTkon u
pasBuUTMEM CcaMOM 3awuuiaemMon CUCTEMbl. JTO MO3BOMUT y4ecTb TpeboBaHUs
6e30nacHOCTM Npy NPOEKTMPOBAHUM apXUTEKTYPbl U, B KOHEYHOM cyeTe, co3aaTb bonee

3CbeeKTMBHbIe (KaK no 3aTpartamM pecypcoB, TakK 1 Mno CTOI?IKOCTI/I) 3alwnueHHble CUCTEeMbI.

5.6 MpeeMcTBEHHOCTbL U COBEpLUEHCTBOBaHUE
lNpegnonaratldT NOCTOSIHHOE COBEPLUEHCTBOBAHWE MeEp W CpPeacTB  3alluThbl
MHopMaumm Ha OCHOBE NPEEMCTBEHHOCTU OPraHM3auUMOHHbIX U TEXHUYECKNX PELLEHUN,
KagpoBOro cocrtaBa, aHanu3a dgyHkunoHupoBaHus WCIIOH n ee cuctembl 3awwntbl C
y4yeTOM M3MEHEeHUM B MeTodax W cpefcrtBax nepexsaTta WHGOpMaUUK, HOPMaTUBHbLIX
TpeboBaHUn MO 3awmTe, AOCTUrHYTOrO OTEYECTBEHHOIO M 3apybeXHOro onbiTa B 3TOM

obnacTtw.

5.7 NepcoHanbHasa OTBETCTBEHHOCTb
lMpegnonaraeTt BO3NOXeHNe OTBETCTBEHHOCTM 3a obecneyeHme 6esonacHocTn MNOH
N cuctembl Mx 06pabOTKM Ha KaxOoro COTPyAHWKA B npedenax ero nosiHomoumin. B
COOTBETCTBUM C 3TUM MPUHLMNOM pacnpeneneHve npas M o06s3aHHOCTEN COTPYLHMKOB
cTpouTcsl Takmm obpasom, 4Tobbl B criydae noboro HapyleHust Kpyr BUHOBHUKOB Obin

YEeTKO N3BECTEH U CBeOEH K MUHUMYMY.

5.8 MpuHLUMN MUHMMHU3ALMN NONTHOMOYMIA
Os3HayaeT npegocTaBfieHne Mnonb3oBaTeNnsiM MUHMMAarbHbLIX MpaB AocTyna B
COOTBETCTBUM C NPOM3BOACTBEHHON HEOOXOAMMOCTbLIO, HA OCHOBE MPUHLMNA «BCE, YTO He
paspeLleHo, 3anpeLLeHoy.
Hoctyn k MNMOH gomkeH npeaocTaBnsaTbCA TONbKO B TOM cnyyae n obbeme, ecnm 3to

HeobXxoaMMOo COTPYAHUKY Ans BbINONHEHUS ero A0MKHOCTHbIX 065513aHHOCTEN.
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5.9 BsaumopencrTeme U cCOTpyaHU4EeCTBO
MNpegnonaraetr co3gaHve  GnaronpusaTHOM  aTtMocdepbl B KOMMEKTUBax
nogpasgenenun, obecneuvmsatrowmx geatenosHocte VCTOH YupexaeHns, Ana CHWXEHUS
BEPOSATHOCTU BO3HUMKHOBEHMSI HEraTuMBHbIX [EWUCTBUMM CBHA3@HHbLIX C YeroBeYeCcKUM
hakTOpOM.
B Takon obcTaHoBKe COTPYAHWKM OOIMKHBLI OCO3HAHHO cobniofaTth YyCTaHOBMEHHbIE
npaeumna u oOkKasblBaTb COAEWCTBME B [AEATENIbHOCTU MoApasfeneHnn TexXHUYeCKou

3aLLUmMTbl MHopMaLUK.

5.10 rmékocTb cuctemsl 3awmTbl MOH
MpuHATbIE Mepbl U YCTAHOBMEHHbIE CPEeACcTBa 3allMTbl, OCOBEHHO B HavarbHbIN
nepvoa ux aKcnnyaTtauun, MoryT obecnedrBaTb Kak Ypes3MepHbIid, Tak U HeqOCTaTOUHbIN
ypoBeHb 3awmTthl. [Ans  obecrneveHuss BO3MOXHOCTU  BapbMPOBaHUA  YPOBHEM
3alMLLEHHOCTW, CPEeACcTBa 3aluThl OOMKHbI obnagatb onpeaeneHHon MBKOCTbIo.
OcoBGeHHO BaXKHbIM 3TO CBOWCTBO SIBMSETCA B TeX CrydyasxX, KOrga yCTaHOBKY CPefCTB
3aWmThl He06XOAMMO OCYLLECTBMNATL HA paboTaloLLy CUCTEMY, He HapyLlasl npoLiecca ee

HOpPpMaJibHOro C*)yH KUMOHMPOBAHUA.

5.11 OTKpLITOCTL aNrOPUTMOB U MEXaHW3MOB 3alUnThbI
CyTb NpuHUMNA OTKPbLITOCTU anropuTMOB U MEXaHWU3MOB 3alMTbl COCTOUT B TOM,
4yTO 3awmTa He AorfkHa obecrneymBaTbCs TONbKO 3a CYET CEKPEeTHOCTU CTPYKTYPHOW
opraHuMsauum u anroputmoB (YHKLMOHMPOBAHMUS ee NoacucTeM. 3HaHWe anropuTMoB
paboTbl CUCTEMbI 3alUMUTbl HE OOIMKHO AaBaTb BO3MOXHOCTM e€e npeodoneHust (oaxe
aBTopaM). OgHako, 3TO He 03Ha4aeT, YTo MH(OopMaLMs O KOHKPETHOW cucTeme 3aliuThbl

AormkHa 6bITb 06 eaocTynHa.

5.12 NpocToTa NnpMMeHeHNs CPeACTB 3alUThI

MexaHu3mbl  3alWmTbl  OO/MKHbI  OblTb  MHTYMTUBHO MOHATHBI M NPOCTbl B
ncnonb3oBaHun. MNpumMmeHeHne cpeacTB 3awmTbl HE LOMMKHO ObiTb CBSI3@aHO CO 3HAHMEM
cneumnanbHbIX $A3bIKOB WM C BbIMNOSHEHWEM LEUCTBUN, TpeObylowmx 3Ha4MTenbHbIX
AONOSHUTENbHbIX  Tpygo3atpar npu  obbiMHOM  paboTe  3aperncTpupoBaHHbIX
YCT@HOBJEHHbIM MOPSIAKOM Mofib3oBaTenen, a Takke He [OrkKHO Tpebosatb OT
nosfib3oBaTenst BbIMOSIHEHUS PYTUHHBLIX MAnOMOHATHLIX €My onepauui (BBOL HECKONbKUX
naponen n UMEH N 1.4.).

JormkHa  pgocTturatbCsl  aBToMatTu3aumMsi MakCUMarnbHOro Yucna AencTBun

nonb3oBaTtenen n agmmHuctpatopos NCI1H.
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5.13 HayuHasi 060CHOBaHHOCTb U TeXHU4YECKas peanu3syemMocTb

MHdopMaLMOHHbIE TEXHOSOMMN, TEXHUYECKNE U NporpaMMHbIe CpeacTBa, cpeacraea
N Mepbl 3aWmnTbl UHPOPMaLMKM OOMKHbI ObiTb peann3oBaHbl Ha COBPEMEHHOM YPOBHE
pPasBUTUS HAYKN U TEXHUKWN, HAY4YHO OBOCHOBAHbLI C TOYKM 3PEHNSA OOCTUMXKEHUSA 3a4aHHOrO
ypoBHA 6e3onacHOCTM MHpopMauMnm U OOMMKHbI COOTBETCTBOBATb YCTAHOBIIEHHbLIM
HopmaMm u TpeboBaHmnam no 6esonacHocTm MNAOH.

C3rAH pormkHa OblTb OpPUMEHTUMPOBAHA Ha pPeELUeHUsl, BO3MOXHbIE PUCKM AOns
KOTOPbIX U MepPbl MPOTUBOAENCTBUS 3TUM pUCKaM NPOLLSIN BCECTOPOHHIOK TEOPETUYECKYIO

N NMPaKTU4EeCKYyH NPOBEPKY.

5.14 Cneunanusaumsa v npodeccMoHannsm
MpeanonaraeT npuBrieyYeHne K pa3paboTke CPEACTB M peanu3auum Mep 3aluThbl
NHOPMaLMN  CreumnanmM3npoBaHHbIX opraHusauuin, Haubonee MNOArOTOBMEHHbIX K
KOHKPETHOMY BUAY AeATenbHOCTU Mo obecneveHuto 6esonacHocTy MOH, UMELMX onbIT
npakTU4ecko paboTbl U rOCYAaPCTBEHHYIO NMULEH3UIO Ha NpaBO OKa3aHWa YCryr B 3TOW
obnactn. Peanusauua aaMUHUCTPATMBHbLIX Mep W 3KCnnyatauus CPeacTB 3alluTbl
[OMPKHA  OCYLLECTBNATLCA  MpodeccroHanbHO  MOArOTOBMEHHbIMU  crieuuanmcTaMmm

YupexaeHus.

5.15 O6a3aTenbLHOCTL KOHTPONA

MpeanonaraeT 06A3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISIBNEHUS U NpeceyeHus
MOMbITOK HapyLUeHUs YCTaHOBMNEHHbIX npaBun obecnedyeHns 6GesonacHocT MOH Ha
OCHOBE  UCMONb3yeMblX CUCTEM W  CpeacTB  3alumThl  MHGOpMaUUM  npw
COBEpPLUEHCTBOBaAHUN KPpUTEPUEB U METOAO0B OLEHKN 3MPEKTUBHOCTU 3TUX CUCTEM W
CpeqacTs.

KoHTponb 3a AeATenbHOCTLIO M60ro nonb3oBaTens, Kaxnoro CpeacTsa 3allumThbl 1
B OTHOLLIEHMW NOGOro 06bEKTa 3aLUUTLI AOMKEH OCYLLIECTBNATLCA HA OCHOBE NPUMEHEHUS
CPEACTB OMNepaTMBHOIO KOHTPOMSA W  peructpauuMm W [OSPKeH oxBaTtbiBaTb Kak

HeCaHKLMOHUPOBaHHbIE, TaK U CAHKLUWMOHUPOBaHHbIE AENCTBUSA NOoNb3oBaTeNeNn.
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6 Mepbl, MeToObl U cpeAcTBa obecneyeHUsi TpeGyeMoro ypoBHs 3aLUMLLEHHOCTH
ObecneyeHne TpebyeMoro ypoBHS 3alLMLLEHHOCTM AOJPKHOCTM AOCTUraTbCs C
ncrnonb3oBaHMEM Mep, MEeToAoB U cpedctB GesonacHocTu. Bce mepbl obecneveHus

6e3onacHoctn ACIOH nogpasaensatoTcs Ha:

- 3aKoHogaTernbHble (NpaBoBbIe);

MOpParibHO-3TUYECKUNE;

opraHn3aunoHHbIE (aD,MVIHI/ICTpaTI/IBHbIe);

doumsnyeckue;

- TeXHMYecKMe (annapaTHble U NPorpaMMHbIe).
lMepeyeHb BbIOpaHHbIX Mep obecrneyeHna Be3onacHoCcTU oTpaxaeTtca B [naHe

MGpOI’IpMFITMI?I no obecneyvyeHunio 3aLnThbl nepcoHanbHbIX AaHHbIX.

6.1 3akoHopaTenbHble (NPaBOBbLIE) MepPbl 3aLMUThI

K npaBoBbIM MepaM 3alUnNTbl OTHOCATCSA OENCTBYIOLIME B CTpaHe 3aKOHbI, yKasbl U
HOpPMaTMBHbIE aKTbl, perrameHTupyowmne npasuna obpaweHus c MNMOH, 3akpennsawowme
npaBa M 0643aHHOCTM YYaCTHUKOB MHGOPMALMOHHBLIX OTHOLLEHWMA B Mpouecce ee
00paboTkm M MCNOMb30BaHUS, a Takke YyCTaHaBnuBalwLWMe OTBETCTBEHHOCTb 3a
HapyLleHna 3TUX NpaBusl, NPENATCTBYS TEM CaMblM HeNnpaBOMEPHOMY MCMOSIb30BAHMIO
MOH n anaowmeca caepxmsaroLmm akTopomM s NoTeHUNanbHbIX HApyLUUTESEN.

[MpaBoBbLIE Mepbl 3aLMTbl HOCAT B OCHOBHOM YynpexgaloLwmnn, npounaktnyeckmm
xapaktep u TpebylT MNOCTOSAHHOW pasbACHUTENbHOM paboTbl C Nonb3oBaTENSAMU U

o6CnyxnBatoLLMM NeEPCOHANIoM CUCTEMBI.

6.2 MopanbHO-3TU4YeCcK1Me Mepbl 3aWmThbl

K MopanbHO-3TU4ECKMM MepaM OTHOCATCA HOpPMbl MOBEAEHWs, KOTOpble
TPaAgULMOHHO CROXMUITUCb UMW CKIagbIBalOTCA No Mepe pacnpocTtpaHeHnss OBM B cTpaHe
unm obuwectee. AT HOPMblI OONbLIEN 4YacTbld He SBMAATCA 00s3aTenbHbIMKU, Kak
3aKOHOAATENbHO YTBEPXOEHHbIE HOPMATUBHbBIE aKTbl, O4HAKO, UX HecobnaeHne Benet
OObIYHO K MadeHuI0 aBTOPUTETA, MpEecTwka YenoBeka, rpynnbl UL, UKW OpraHu3auuu.
MoparnbHo-3Tu4yeckne HopMbl ObiBalOT Kak HenucaHble (Hanpumep, obuienpusHaHHbIe
HOPMbl YE€CTHOCTM, MaTpuoTMaMa M T.M.), TaK M NUCaHble, TO €CTb OGOPMIIEHHbIE B
HEeKOTOpbLIN cBOA (yCTaB) NpaBuil U NpeanucaHni.

MopanbHO-3TMYeCcKMe Mepbl 3alMTbl ABMAAKTCA NPOUNAKTUYECKMMU N TpebytoT

NOCTOSAHHOWN pa6OTbl no co3gaHWKo 300pOBOIro MoOparibHOro Kriummata B KOJUIEKTUBAX
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nop,pas,u,eneHMﬁ. MOpaJ'IbHO-STI/I‘-IeCKI/Ie Mepbl 3alunThbl CHWXaloT BEPOATHOCTb

BO3HUKHOBEHUSI HEFATUBHbLIX AEUCTBUIM CBA3AHHbIX C YeNI0BEYECKUM CbaKTOpOM.

6.3 OpraHM3aumMoHHble (AAMUHUCTPATUBHbIE) Mepbl 3aLWUTbI

OpraHunsauuoHHble  (agMUHUCTPATUBHbIE) Mepbl  3aWwuTbl - 3TO  Mepbl
OpraHM3auUMoHHOro XapakTtepa, perfameHTupywme npoueccbl QYHKLUMOHUPOBAHUSA
WCMAH, ncnonb3oaHne pecypcoB NCTTOH, oesatensHOCTb 0B6CnyXunBarLero nepcoHana,
a Takke nopsiaok B3ammogencTeust nonb3osatenen ¢ UCIMOH Takmm obpasom, 4Tobbl B
Hanbonblien cTeneHn 3aTpyaHUTb WM UCKNIYUTbL BO3MOXHOCTb peanusaumm yrpos
©e30MacHOCTM NN CHU3UTbL pasmMep NoTepb B Criydae ux peanusauun.

[MmaBHaa uenb agMUHUCTPATMBHBLIX Mep, nNpeanpMHUMaeMblX Ha BbICLUEM
ynpaBfieHYeCKOM YpOBHE — cpopmupoBaTth [1onnTUKY MHOPMaLMOHHON ©e30nacHoOCTU
MOH (oTpaxarowy nogxoabl K 3awmte mHdopmauum) n obecnedntb ee BbINOSTHEHUE,
Bblaensisi Heobxoanmble pecypcbl U KOHTPONUPYS COCTOSAHWE Aen.

Peanusauus MNonntukn nHgopmauymoHHon 6esonacHoctu MNAOH B NCIMOH cocTtoaT
M3 Mep agMMHUCTPATMBHOIO YPOBHS M OpraHM3auuoHHbIX (MpouenypHbIX) Mep 3awumThbl
UHopMaLuK.

K agMuMHUCTpaTMBHOMY  YPOBHK  OTHOCATCS peleHns PYKOBOACTBA,
3atparmBaowme pgesatenbHoctb VCIMIOH B uenom. OTU peleHnst 3akpennsTcs B
MonuTtuke nHgopmaumoHHom 6e3onacHoCTU. NpUMepoOM Takmx peLLleHnin MoryT BbiTb:

- NPUHATUE peLLeHns 0 POPMUPOBaAHUN U NEPECMOTPE KOMMITIEKCHOW NporpamMmebl
obecneyveHna 6esonacHocTu MN[H, onpeaeneHne OTBETCTBEHHbLIX 3a €€ peanu3aumnto;

- opmynupoBaHue Lenen, nNOCTaHOBKa 3afay, orpefeneHve HarnpasneHun
peartenbHocTu B obnactn 6e3onacHocTty MNAH;

- MPUHATUE PpELLUeHM MO BOMpocamM peanusauumm nporpaMmmbl  6e3onacHoCTy,
KOTOpble paccMaTpMBalOTCA Ha YPOBHE YUpexaeHus B Lernom;

- obecneyveHne HopmaTMBHOM (NpaBoBon) 6a3bl BONpocoB 6€30nacHOCTU K T.1.

MonnTnka BepXHEro yYpPOBHA [OSMKHA YeTKO O04epTUTb cdepy BIUAHUSA WU
orpaHuyeHuns npu onpegeneHun uenen 6esonacHoctn [10H, onpegenuTb Kakumu
pecypcamu (MaTepuanbHble, nepcoHan) OHM OyayT OOCTUTHYTbl U HaNTU pasyMHbIN
KOMNPOMWUCC Mexay npueMneMbIM YPOBHEM 6e30MacHOCTM U PYHKLMOHANbHOCTLIO
NCIMOH.

Ha opraHu3auMoHHOM ypOBHE onpenenstTcs npoueaypbl U npaBuna SOCTMKEHUS
uenen n peweHns 3agad Nonutnkn nHdopmaymoHHon 6esonacHoctu MNOH. 3Tn npasBmna

onpenensioT:
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- KakoBa 0b6nacTb NpMMeHeHus nonuTnkn 6esonacHoctu MNAOH;

- KaKOBbl Ponu M 06S3aHHOCTU OOSMKHOCTHBLIX NMU, OTBeYawlwue 3a NpoBeaeHue
nonutukn 6esonacHoctu MNMAH, a Tak e nx yCTaHOBUTb OTBETCTBEHHOCTb;

- KTO umeeT npasa goctyna K MNAH;

- Kakumn mepamm n cpeactesamm obecneunBaetca 3awmra MNOH;

- KaKUMN MepamMm N cpeactBamm obecneymBaeTcsl KOHTPOSb 3a cobntogeHnem

BBEOEHHOIo pexunma B6e3onacHocTu.

OpraHusaumoHHble MEPbI AOSTKHbI:

- npegycMmatpmBaTb perfnameHT WHPOPMALMNOHHBLIX OTHOLUEHUW, WCKYaoLWmMX
BO3MOXXHOCTb HECAHKLUMOHMPOBAHHbLIX AEWCTBUN B OTHOLLEHMN OOBEKTOB 3aLLUMUThI;

- onpegdendaTtb  KOasrIMUMOHHbIE W Mepapxuyeckue nNpuHUMNBLI U MeToAdbl
pasrpaHuyeHus goctyna K MNaH;

- onpeaenaTtb nopsaok paboTbl ¢ NPOrpaMMHO-MaTeEMaTUYECKUMN N TEXHUYECKUMMN
(annapaTtHble) cpeacTBamMm 3alMThl U KPUMATO3aLWMThl U APYIUX 3aLlUTHBIX MEXaHU3MOB;

- opraHu3oBaTtb Mepbl npotmBogencteuss HCJ nonb3oBatensmm Ha aTanax
ayTeHTUduKaumm, asTopusaumn, uaeHTUUKauum, obecnevmBalOWMX  rapaHTUn

peanusaumm npae U OTBETCTBEHHOCTN CYyObEKTOB MHPOPMAaLMOHHBLIX O THOLLIEHWNA.

B opraHunsaumoHHble Mepbl AOMKHbI COCTOATb U3:

- pernameHTa goctyna B nomeleHna ACIOH;

- NOpAOOK  Aonycka COTPYOHMKOB K Mcnonb3oBaHuio  pecypcoB  WCIOH
YupexaeHus;

- pernameHTa npoLeccoB BeAeHna 6a3 AaHHbIX U OCYLLEeCTBeHUs Moandukaumnm
MHOPMaLNOHHBIX PECYPCOB;

- pernameHTa npoueccoB OOCNyXMBaHUA W OCYLLECTBNEHUA Moaudukauum
annapaTHbIX 1 nporpaMmmHbix pecypcoB NCTIOH;

- MHcTpyKumr nonb3oBatenen ACIOH (agmunHncTtpatopa VNCIOH, agMnHucTpaTtopa

6e3onacHocTtn, onepatopa NCIOR);

- MHCTPYKUUA NoJib3oBaTeNnA npn BO3HNMKHOBEHNN BHELUTATHBLIX CMTyaLLVIVI.

6.4 ®nsnyeckne Mepbl 3aLMTbI
®dusnyeckme Mepbl 3alMTbl  OCHOBaHbl Ha MNPUMMEHEHMM pasHOro poaa

MEXaHUYeCKUX, INEKTPO- WNN INEKTPOHHO-MEXAHUYECKUX YCTPOMUCTB M COOPYXKEHUN,
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cneumanbHO nNpeaHasHayYeHHbIX Ana co3gaHns U3nYecknx NpenaTcTBUA Ha BO3MOXHbIX
NyTSX MPOHUKHOBEHUSA N JOCTYNa NOTeHUMarbHbIX HapyLlwmMTenen K KOMnoHeHTaM CUCTEMbI
N 3awmaemMon MHopmaumm, a Takke TEXHUYECKNX CPeacTB BM3yanbHOro HabnoaeHus,
CBA3N M OXpPaHHOW CUTHanNn3aumu.

dunsnyeckaa sawmTta 3gaHuin, noMeweHnn, o0 bEKTOB N CpeacTB MHgopmaTmsaumnm
AOJDKHA OCYLLEeCTBATLCA MyTEM YCTAHOBIEHUS COOTBETCTBYHOLUMX MOCTOB OXpPaHbl, C
NMOMOLLbKD TEXHUYECKMX CpeacTB OxpaHbl unn  nobbiMn  gpyrmmu  cnocobamu,
npegoTBpaLLalWnMMM UK CYLLECTBEHHO 3aTpyAHSAOWUMN NPOHUKHOBEHWE B 34aHue,
noMeLleHNa NOCTOPOHHUX UL, XULWEHNE MHAOPMALMOHHbLIX HOCUTENEN, caMux CpeacTB
MHOpMaTU3aL MK, UCKNHYaLWUMN HaXoXaeHNe BHYTPU KOHTPONUpyemoun (oxpaHsieMon)

30Hbl TEXHUYECKUX CPEeaCTB pa3BeKu.

6.5 AnnapaTHo-nporpaMmMHble cpeacTBa 3awmThl MOH

TexHudeckne  (annapaTHO-NPOrpaMMHbIE)  Mepbl  3aWuTbl  OCHOBaHbl  Ha
NCNONMb30BaHUM  Pa3fIMYHbIX  3NEKTPOHHbLIX YCTPOWCTB W ChneumanbHblX Nporpamm,
Bxogsawmx B coctaB VCIOH 1 BbINOMHAKOLWMX (CAMOCTOATENbHO UMM B KOMIMIEKCE C
apyrumm - cpeactBamun)  QyHKUMM - 3aWwmTbl  (MOEHTUUKAUMIO U ayTeHTMdUKaumo
nonb3oBaTenen, pasrpaHnyeHne [ocTyna K pecypcam, perucTpaumio  cobbitun,
Kpuntorpadguyeckoe 3akpbiTue nHpopmaumm n 1.4.).

C yyetom Bcex TpeboBaHuin M NpuHUMNOB obecneveHna GesonacHoctu MOH B
NCIMOH no BCceM HanpaBneHuMsiM 3aluTbl B COCTaB CUCTEMbI 3aLUTbl OOKHbI ObiTb
BKIMIOYEHbI criegyoLwme cpeacTsa:

- cpeAacTBa maeHTUdukaumm (ono3HaBaHus) U ayTeHTUdukaumm (NoATBEPXKOEHMUS
nognunHHocTtn) none3oBatenen NCIMOH;

- CpeAcTBa  pasrpaHUYeHns OoCTyna  3aperMcTpupoBaHHbIX — MONb3oBaTenen
cuctemsbl k pecypcam VCTOH YyupexaeHus;

- cpeactBa  obecnevyeHMss M KOHTPOMs  LIENOCTHOCTU  MPOrpamMMHbIX U
MHGOPMAaLMOHHLIX PECYPCOB;

- CpeAcTBa onepaTMBHOIO KOHTPOMA N pernctpaumm cobbiTmin 6e3onacHoOCTU;

- KpunTtorpadguyeckune cpeacrtaa 3awmTbl MNH.

YcnewHoe npuMeHeHne TeXHUYECKUX CpeacTB 3aluTbl HA OCHOBaHUU NPUHLUMNOB
(paspen 5) npegnonaraeT, 4TO BbIMOSHEHWE MNEPEYUCITIEHHBIX HUXKe TpeboBaHui
obecneyeHo OpraHn3aunoHHbIMU (aOMUHUCTPATUBHBIMW) MepaMuM WU UCMONb3yeMbIMU

u3nYeCKMMN cpeacTBaMm 3alUnThI:

- obecneveHa umsnyeckasn LEeNOCTHOCTbL BCeX KOMNOHEHT VCT1H;
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- Kaxabli coTpyaHuk (nons3osatens VUCIOH) unu rpynna nonb3oBartenen wumeeT
YHUKanbHOE CUCTEMHOE MMSi U MUHUMAaNbHO HeobxoauMble OMS BbINOSTHEHMS UM CBOWX
yHKUMOHanNbHbIX 0693aHHOCTEN MOMHOMOYUSA NO AOCTYNY K pecypcaM CUCTEMBbI;

- B ICIMNOH YupexgeHns paspaboTka n oTnagka nporpaMmm OCyLIECTBNSETCSA 3a
npegenamu ACIOH, Ha ucnbiTaTenbHbIX CTEHAAX;

- BCE U3MEHEHUNA KOHUrypauum TexHU4Yecknx n nporpammHblx cpegcts UCIOH
NPOU3BOAATCA CTPOro YCTAHOBSIEHHBIM MOPSLKOM (PEMMCTPUPYIOTCA N KOHTPOSUPYIOTCS)
TONbKO Ha OCHOBAHUM PacrnopsiKeHU PyKoBOACTBA YupexaeHus;

- ceTeBoe obopyaoBaHMe (KOHLEHTpaTopbl, KOMMyTaTOpbl, MapLlpyTusaTopbl U
T.N.) pacnonaraetcd B MeCTax, HeOOCTYNHbIX A MOCTOPOHHUX (cneumarnbHbIX
nomMeLLeHnax, Wwkadax, u T.n.).

- cneumanucTamm YYpexaeHus OCYLLEeCTBISeTCS HenpepbiBHOE YrnpaBfneHue wu

AAMUHNCTPATUBHAA nogaepxkKa C*)yHKLI,I/IOHI/IpOBaHI/IFI cpeacTB 3alnThl.
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7 KoHTponb 3appeKTMBHOCTU cucTeMbl 3awmTbl UCMOH YupexaeHus

KoHTponb adppektneHocTn C3MOH OOMmMKeH OCyLeCcTBNAeTCs Ha Nepuoanyeckon
OCHoBe. Llenbto KOHTpONns 9M@EKTUBHOCTN HABNSETCA CBOEBPEMEHHOE BbISIBIIEHME
HeHagnexawmx pexummoB paboTbl C3IM[OH (OTKMOYEHWE CpeacTs 3aluUTbl, HapylleHue
PEXMMOB 3alUnUTbl, HECAHKLMOHUPOBAHHOE M3MEHEeHMe pexuma 3awuTtbl U T.M.), a TaK
NPOrHO3MpoOBaHMeE U NPEBEHTUBHOE pearnpoBaHne Ha HoBble yrpo3bl 6e3onacHocTu MOH.

KoHTponb MOXeT npoBOAUTLCA Kak agmuHucTpatopamm ©esonacHoctn WCIOH
(onepaTuBHbIN KOHTPOSIb B npoLlecce MHopmMaunoHHoro B3ammogenctausa B UCINOH), Tak
N npuBnekaemMbiMM ANs 9TOM LUEenu KOMMETEHTHbIMM OpraHu3aumsamMm, UMELUMN
NUUEH3ND Ha 3ToT BuA AeatenbHocTn, a Takke PCTIK Poccmn n ©CB Poccum B
npegenax ux KOMneTeHunn.

KOHTpONb MOXeT OCyLeCcTBNATLCS agMUHUCTpPATOpOM 6e30MacHOCTU Kak C
NOMOLLBbIO WTATHLIX CPeacTB cuctembl 3awmTtbl [MOH, Tak M ¢ NMOMOLLBIO cneunanbHbIX
NPOrpamMMHbIX CPeACTB KOHTPONSI.

OueHka adpdekTBHOCTM Mep 3awmTbl NOH npoBoaUTCA C UCMONb3OBaHMEM
TEXHUYECKMX W MPOrpamMMHbIX CPeACTB KOHTPOMsE Ha npegmMeTr  COOTBETCTBUA

YyCTaHOBMEHHbIM TPeGoBaHNSM.
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8 Cdhepbl oTBeTCTBEHHOCTU 3a 6e3onacHocTb MOH

OTBeTCTBEHHBIM 3a pa3paboTKy Mep 1 KOHTPONb Haa obecnevyeHmem 6e30nacHOCTM
nepcoHarnbHbIX AaHHbIX SABMASETCS pykoBoauTENb YupexaeHus. PykoBoguTenb MOXET
genermpoBatb 4acTb MNOSIHOMOYMA no obecnedyeHuto 6e30nacHOCTU MepCcOoHanbHbIX
AaHHbIX.

Cdbepa OTBETCTBEHHOCTU pPYKOBOAMTENS BKOYAET Ccriegylolime HanpasrieHus
obecneyveHus 6esonacHocTn MNOH:

- MnaHunpoBaHne 1 peanusauunst mep no odbecneyeHnto 6esonacHocTu MNOH;

- AHanu3 yrpo3 6e3onacHocTu MNOH;

- PaspaboTtky, BHegpeHue, KOHTPOSb UCMOSIHEHNSA 1 NoagepXaHne B akTyanbHOM
COCTOSIHUM MONUTUK, PYKOBOACTB, KOHUENUWA, npoueayp, PerfiamMeHToB, WUHCTPYKUMKA WY
APYrMx opraHM3aumoHHbIX JOKYMEHTOB Mo obecneyeHunto 6e3onacHoCTy;

- KoHTponb 3awmeHHocTn UT nHgpactpyktypbl KomnaHum ot yrpo3s Vb nytewm;

- OBby4yeHne n nHgopmuposaHme nonb3osatenen WCIOH, o nopsagke paboTbl C
MOH v cpegcTBamu 3awWmnThl;

- lNpepoTBpalleHre, BbiABrEeHWe, pearMpoBaHWe U paccrefoBaHne HapyLleHun

©esonacHocTu MOH.

Mpn B3anMOOENCTBMM CO CTOPOHHUMM OpraHuM3aumMsiMm B Ccriydasix, Koraga
COTpYAHMKaM 3TUX OpraHM3aunin NpeaocTaBnsieTcs AOCTyn K oObekTam 3awmTtbl (pasgen
3), C 3TuMM oOpraHu3aumMsMm JOMKHO ObiTb  3akntodeHo  «CornaweHve o
KOHunaeHumanbsHoctTn», Nnbo «CornaweHue o cobnogeHnn pexunma 6esonacHoctu MOH
npu BbinonHeHun pabot B NCIMOH». MoarotoBka TMNOBbLIX BapMaHTOB 3TUX COrnalleHun
ocyllecTBnsetca coBMecTHo ¢ OTgenom KagpoBOro UM HOPMaTUBHO-MPaBOBOMO

obecrneyeHus .
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9 Mopgenb HapyuwuTtens 6e3onacHocTn

Mog Hapywutenem B YYpexaeHun MNoHMMaeTCs Nvuo, KOoTopoe B pesyrbTaTe
YMBILUAEHHbIX MW HEYMbILWEHHbIX AENCTBUA MOXET HaHecTun yuepb obbekTtam 3awmTbl
(pasgen 3).

HapywuTtenn nogpasgensiTca no npusHaky npuHagnexHoctn k WCIIOH. Bce
HapyLwmTenNn 4enaTcs Ha ABe rpynnbl:

BHELWHWE HapywmTtenu — usandeckne nuua, He wMelwme npasa
npebbiBaHUA Ha TEPPUTOPUM KOHTPONMPYEMOW 30HbI, B npenenax KoTopou
pa3meLyaetcsa obopygosaHue NCIOH;
BHYTPEHHME Hapywutenn — usndeckne nvua, uMewwme npaBso
npebbiBaHUA Ha TEPPUTOPUM KOHTPONMPYEMOW 30HbI, B npefenax KoTopou
pa3meLyaetcsa obopygosanue NCTOH.
Knaccudvkaumna Hapywmtenen npenctasneHa B Mogenu yrpo3 6esonacHoOCTU

nepcoHanbHbIX AaHHbIX Kaxgon VCIOH.
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10 Mogenb yrpo3 6e3onacHocTu
Ona UCMNOH YypexaeHns BbIOENATCA crieyloliMe OCHOBHbIE KaTeropuun yrpos
6e30nacHOCTM NepPCoHanbHbIX aHHbIX:
1) Yrposbl OT yTeUKM Mo TEXHUYECKMM KaHanam.
2) Yrpo3bl HeCaHKLMOHMPOBAHHOMO AOCTYMa K MHGopMaLnK;

- Yrpo3bl YHUUTOXEHUS, XxuweHus annapaTHbix cpeacts VCTOH HocuTenen
WHgopMauum nytem msmnyeckoro goctyna kK anemeHtam ACIOH.

- Yrpo3bl  XuULEeHUs, HeCaHKLUMOHNPOBaHHOWM mMoguduKauumn - Unu
OnoknpoBaHua MHGOPMaUMK 3a cYeT HecaHKuuoHupoBaHHoro goctyna (HCL) c
NPUMEHEHNEeM NporpaMMHo-annapaTHbIX U NPOrpaMMHbIX CpeacTB (B TOM 4uchne
NporpaMMHO-MaTemMaTUYeCKUX BO3OENCTBUN).

- Yrpo3bl He npegHamepeHHbIX OEeWCTBUM Mnosib3oBaTenen U HapyLlleHUn
6e3onacHoctn pyHkumoHmposanus NCIMOH n C3IMOH B ee cocTaBe n3-3a cboes B
nporpaMmHOM obecneyeHMn, a TakkKe OT Yyrpo3 HeaHTponoreHHoro (cboeB
annapaTtypbl K3-3a HEHaOEeXHOCTU 3feMEeHToB, COOeB anekTponuTaHus) u
CTUXUNHOrO (YyAapOB MOSTHUI, NOXapoB, HABOAHEHWUI U T.MN.) XapakTepa.

- Yrpo3bl npegHaMepeHHbIX 4ENCTBUA BHYTPEHHUX HapyLInTenemn.

- yrp03bl HECaHKUMOHUPOBAHHOIO AOCTYMa No KaHalnamM CBA3N.

Onuncaxwune yrpo3, BEPOATHOCTb WX peann3aunn, onacHOCTb WU aKTyalibHOCTb

npegcraeneHsl B Mogenu yrpo3 6e3onacHOCT! NepcoHanbHbIX AaHHbIX kaxgon NCT1OH.
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11 MexaHnsm peanusaummu KoHuenuum
Peanusauma KoHuenuuu OorkHa OCYLUECTBMATbCA HA OCHOBE MNEPCNEKTUBHbIX

nporpamMmm 1 ninaHoB, KOTOpPble COCTaBIIATCA HA OCHOBaHNN N BO UCMOJTHEHUNE!

- pedepanbHbIX  3aKOHOB B obnactm  obecrneyeHuss  MHOPMaLMOHHOM

©e30onacHOCTU 1 3aLnTbl MHopMauuu;
- noctaHoBneHun Npasutenbctea Poccurickon denepaumu;

- pyKkoBOoOALLMX, opraHn3aunoHHO-pacnopAanTesibHbIX n MeTOoaANYEeCKnX

AokymeHToB PCTIK Poccuu;

- notpebHocten VCIOH B cpeactBax obecrneyeHns 6e30nacHOCT! MHpopMauuu.
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12 Oxupaembi acpdekT oT peanusaummn KoHuenuum

Peanusauusa KoHuenuumn 6e3onacHoctu MNAH B UCIMOH no3sonuT:

- OUEeHUTb cocTosiHne BesonacHocTn uMHdopmauun WVCIOH, BbISIBUTb MCTOYHMKK
BHYTPEHHUX W BHELWHWX Yrpo3 MHMOpPMaUMOHHOM 6Ge3onacHocTn, onpeaenvutb
NPUOPUTETHbIE HaMpaBneHns npeaoTBpaLLEHUS, OTPaXeHUs W HeuTpanusauum 3TuX
yrpos;

- paspaboTtatb pacnopsguTenbHble UM HOPMATUBHO-METOOMYECKUEe [OOKYMEHTbI
npumenunTensHo K CIOH;

- NpoBecTu knaccudukaumo n ceptudpmkauuo NCIOm;

- NMPOBECTM  OPraHM3auUUOHHO-PEXMMHbIE U  TeXHUYEeCKne MeponpuaTua o
obecneyvenunto 6esonacHocTu MOH B UCTOH;

- obecneunTb HeoBXoaMMbIN YPOBEHb BE30MacHOCTM OOBHLEKTOB 3aLLUTHI.

OcyuwiecTBneHme atux mMeponpusatTuin obecneynT cosgaHve eauHOW, LIENOCTHOWN U
CKOOPOWHMPOBAHHOM cucTeMbl WHGOpMauuoHHon 6esonacHoctu WCIOH wn cospact

ycrnosua ona ee JanbHenLWwero cCoBepLLIEHCTBOBAHMUS.
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13 Cnucok ncnonb3oBaHHbIX UICTOYHMKOB

OCHOBHbIMM  HOPMAaTUBHO-MPABOBbIMM U METOAUYECKMMW LOKYMEHTaMW, Ha
KoTopbix 6asnpyeTcsa HacTosiwee [NonoxeHne ABNATCA:

1 ®epepanbHbin 3akoH oT 27.07.2006 r. Ne 152-d3 «O nepcoHanbHbIX OaHHbIX»
(nanee — ®3 «O nepcoHarnbHbIX OaHHbBIX»), YCTaHABNUBAKOLWMWIMA OCHOBHbIE MPUHLMIMbLI U
ycnosua obpabotkn [MOH, npaBa, 0683aHHOCTM W OTBETCTBEHHOCTb Y4YaCTHUKOB
OTHOLLEHWI, CBA3aHHbIX ¢ 0bpaboTkon MNIH.

2 «lMonoxeHne o6 obecnevyeHnn Ge30MNacCHOCTM MepCOHanbHbIX AaHHbIX NPU KX
obpaboTke B MHGOPMALMOHHBIX CUCTEMAx MNEepPCOHarbHbIX AaHHbIX», YTBEePXAEHHOe
MoctaHoBneHunem lMNpasutensctea PP o1 17.11.2007 r. Ne 781.

3 «[lNopsgok nposeaeHus Knaccudoukaumm NHAPOPMALIMOHHbIX cuctem
nepcoHanbHbIX JaHHbIX», YTBEPXAEHHbIN coBMeCTHbIM [Npukazom ®CTIK Poccun Ne 55,
®CB Poccun Ne 86 n MuHmnHgopmessasm PO Ne 20 ot 13.02.2008 r.

4 «NonoxeHne 06  0ocoBGeHHOCTAX  00paboTKM  NepcoHanbHbIX  AAHHbIX,
ocywiecTBnsgemon 6e3 MCNOMb30BaHUS CPEeACTB aBTOMaTtM3auuny, YTBEpPXOEeHHOe
MoctaHoBneHuem lMNpasutensctea PO ot 15.09.2008 r. Ne 687.

5 «TpeboBaHusi K MaTepuanbHbIM HOCUTENAM OMOMETPUYECKMX MNEPCOHaNbHbIX
AAHHbIX M TEXHOMOMMAM XpPaHEHUS TakuX [AaHHbIX BHE WMHMOPMALMOHHBLIX CUCTEM
nepcoHarnbHbIX [OaHHbIX», YyTBepXAeHHble [locTtaHoBneHnem [lpaButensctBa P® oT
06.07.2008 r. Ne 512.

6 HopmaTmBHO-MeTOaNYECKME AOKYMEHTbI depeparnbHoON Cnyx6bl no
TEXHUYECKOMY M 3KCMepTHOMY KoHTponto Poccuickon Pepepauumn (ganee - ®CTIK
Poccun) no obecneveHno 6esonacHoctu MNAH npy nx obpabotke B UCTOH:

7 PekomeHgaumm no obecneyeHnto 6€30MacHOCTM NePCOHarnbHbIX AAaHHbLIX NPU UX
0b6paboTke B MHPOPMALMOHHBLIX CUCTEMAaX NEPCOHanbHbIX AaHHbIX, YTB. 3aM. gupekTopa
®CTOK Poccmn 15.02.08 r. (CIM)

8 OCHOBHblE MeponNpUATUA N0 OpraHu3auMm Wn TexHuyeckomy obecneyeHuto
6e30MacHOCTN NepCcoHarnbHbIX AaHHbIX, 06pabaTbiBaeMbIX B MHPOPMALMOHHbBIX CUCTEMAX
nepcoHarnbHbIX AaHHbIX, yTB. 3aM. anpektopa PCTIK Poccum 15.02.08 r. (ACIT)

9 basoBasi mogenb yrpo3 6e30nacHOCTU NEPCOHaNbHbIX AAaHHbIX NPU X obpaboTke
B MHAOPMALUMOHHBLIX CUCTEMAX MEPCOHarnbHbIX AaHHbIX, YTB. 3am. aumpektopa PCTOK
Poccumn 15.02.08 r. (ACIT)

10 MeTtoguka onpegeneHnsa akTyanbHbiX Yrpo3 6e30macHOCTM NepcoHarnbHbIX
AaHHbIX Npu nx obpaboTke B MH(POPMALMOHHBIX CUCTEMAX NEPCOHAanNbHbIX AAHHbIX, YTB.
3am. gupektopa ®CTIK Poccun 15.02.08 r. (OCIT)
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